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1 BBegeHue

1.1 HanmeHoBaHWe NporpamMmHoOro usgenma

HanmeHoBaHue — LLYIU: Cuctema MOHUTOPUHIa MHPPACTPYKTYPbl OTKPbITbIX
KNtOYen.

Wndp nporpammuoro nsgenma — «LYTU».

O603HayeHUe nporpammHoro nsgenusa — 69639709.CM0411.001.

1.2 lMepeyeHb COKpaLWLEHUIA N TEPMUHOB

UYIN — cokpaluéHHoe HanmeHoBaHWe U WNdp pa3paboTKM NporpammHoOro
nsgenna «Cuctema UEHTPAZNM30BAaHHOIO aHaaAu3a W yMNpaBJeHUA reTeporeHHbIMU
MHPPACTPYKTYpammn».

ITC Portal — aHrnossblYyHOE HaAMMEHOBAHME MPOrPaMMHOro U3aenua
«Cncrema L,eHTPaIN30BaHHOIO aHanusa " ynpasneHua reTeporeHHbIMM
MHPPACTPYKTYpammn».

NOK — WHbpacTpykTypa oTKpbITbIX Katodeit (MOK, aHrn. PKI — Public Key
Infrastructure) — Habop cpeacTB (TEXHMYECKMX, MaTepuanbHbIX, NOACKUX U T. A4.),
pacnpeaenéHHbIX Cy»K6 U KOMNOHEHTOB, B COBOKYMHOCTU MCMONb3YeMbIX A5 NOAAEPKKM
3aZa4y Kpuntorpadmyeckon 3awmnTbl MHPOPMALMM Ha OCHOBE 3aKPbLITOFO U OTKPbLITOro

KNKOYENn.
BM — BupTyanbHaa mawwuHa.
o3y — OnepaTUBHOE 3aNOMUHAOLLEE YCTPOMNCTBO.
ocC — OnepaymoHHana cucrema.
no — MporpammHoe obecneyeHue.
Cyb4 — Cuctema ynpasneHus 6asamu AaHHbIX.
uny — LUeHTpanbHoOe npoueccopHOe YCTPOMUCTBO, NPOLECCop cepBepa.
uc — UeHTp ceptuduKkaumnum.
1S — [Aucnetuyep cepsBepa npunoxeHui (Internet Information Server).
sQL — Structured Query Language — £3blK NPOrpaMMUpPOBAHUA,

npUMeHseMblii ANA co3aaHusa, mogmduKaumm U ynpasaeHna AaHHbIMU B PensLMOHHOM
6as3e gaHHbIX, NoA ynpaB/ieHMEM COOTBETCTBYIOLLEN cucTembl (CYBA).
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2 Obuwme nonoxeHms

2.1 Ha3HayeHue AOKYMEeHTa

PykoBogctBOo npegHasHayeHO AAA WL,  OCYLLEeCTBAAKOWMX YCTaHOBKY,
HACTPOIKY U CONPOBOXKAEHMEe NporpammMmHoro obecrnevyeHma cuctembl LIYTU.

PyKoBOACTBO COAEPMKUT OMNUCaAHME LOEWCTBUIA MO YCTaHOBKE, HACTPOIMKe,
YOANEHUIO MPOrPaMMHOINO M3Aenus, a TaKKe onucaHne 6a30BbiXx onepauuii Mo
ynpasneHuto cuctemoit LIYTU 1 guarHocTMpOBaHUIO BO3MOKHbIX HEMCNPABHOCTEMN.

PyKoBOACTBO He 3aMeHAET y4ebHyIo, CNpaBOYHYIO IUTEPATYPy, AOKYMEHTaUUIO
NpousBOgMTENS  OMEPAUMOHHOM CUCTEMbI W MPOYME  WUCTOMHUKM  MHOopMaLUK,
onucblBatowme paboTy onepauMOHHOM CUCTEMOWN, CUCTEMBI YIpaBaeHUA 6a30i JaHHbIX, UX
rpadmyeckmx nHTepdencos.

2.2 CornaweHusa u obo3HavyeHuna

N

Ob6bIYHbIN OCHOBHOM TEKCT MHCTPYKLMUM

Mony>XKMpHbINA MpumeHseTcs ana HanucaHua HanuMeHOBaHWUM
3aro/IOBKOB OKOH M BKNAAOK B HWUX, MMEH KOMaHA,
Ha3BaHMWN MoAyNen W MNPOrpaMMHbIX KOMMOHEHTOB,
KHOMOK W ApYyrux YMNpaBAAOWMUX 3/1EMEHTOB OKOH
(nepekntoyatenel, CENEKTOPHbIX KHOMOK), a TaKkKe
HaMMeHOBaHWI Nosien BBOAA, PAaCKPbIBAOLLMXCA CMMCKOB
N Apyrmx MHGOPMaLMOHHbIX 3/IEMEHTOB MHTepdelica.

MoNy*KUpHbI Kypcus MpumeHsaeTcA ANA HanucaHMA HaMMEHOBaHWI Manok,

$aliioB Pa3IMYHOro TMNA U NyTel A0CTyna K HAM.

CnoBocoYeTaHMe «ILEeNYOK MbIWbIO» MPpUMeHAaeTca AaAa  0603HayYeHus
OAHOKPATHOrO, a «ABOMHOM LLEeNYOK» — BbICTPOro ABYKPATHOrO Ha*KaTUA Ha /IEBYHO KHOMKY
MaHMNyNATopa TUNa «Mbllb».

CnoBocoyeTaHMe «HaxKaTb KHOMKY (MM Ha)KaTb Ha KHOMKY)» O3HavaeT:
«HaBeCTM YKasaTeslb MbIWKN Ha KHOMKY, M BbIMOJHUTL LWENYOK MbILWbIO»,

alent. Results. CrpaHuua | 5
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3ajav:

Ha3sHauyeHune NnporpamMmmHOro n3genund

MporpammHoe wmsgenve LUYIMN npegHasHavyeHO ANA peweHMA cneayrowmx

MoOHUTOpUHrAa  coCcToAHMA  KomnoHeHToB  WMOK B reTteporeHHbIx
MHOPACTPYKTYpaXx;

ABTOMATM3aUMM UM UEHTpanM3auMn ynpasneHua ceptudmuKatamum B
pasnunyHbix UC, Bxogawmx 8 UOK,;

CHU)KeHMA Harpyskm Ha agmuHuctpatopoB MOK 3a cuer peanmsauymu
CaMoobC/yKMBaHUA NOb30BaTENEN.

3.1 OcCHOBHbIe BO3MOHOCTU

MpeacTaBneHme cBogHoOM MHPOPMaLMM NO BCEM KOMMOHEHTAM Ha eANHOM
3KpaHe UK B BUAE MHOTOYPOBHEBOM CTPYKTYPbI.

HacTpavBaemoe rpaduyeckoe oTOBparkeHMe COCTOAHMA U  CYETYMKOB
npounssoamTenbHocTv cepsepos MOK B BUAe AMarpaMm M CTaTycoB.

YBegOM/IeHUs NMPU HACTYMAEHUM KPUTUYECKOTO CODbITHA.

MoucK AaHHbIX O cepTMdMKaTax M3 pas3anmyHbix LC (MHBeHTapusauma
cepTudukaTtos).

NHauBuayanbHble HaCTPOMKM ONOBELLEHWNI 06 UCTEKaoWMX cepTUdUKaTax.

NHTerpauma ¢ pasHoobpasHbIMKU CPeACcTBaMU YNpaBaeHUsa cepTudukaTamm,
KomnoHeHTamu MOK 1 cmeKHbIMU CUCTEMAMMN.

BO3MOXKHOCTb MOHUTOPUHTa MHopacTpykTypbl MOK Ha 6ase anroputmos
wndposaHma NIOCT.

MpeacTaBneHme cBogHoOM MHPOPMaLMM NO BCEM KOMMOHEHTAM Ha eANHOM
3KpaHe.

MOHUTOPUHT  U3MEHEeHUs  WabnoHOB  cepTUdMKATOB UM CcOCTaBa
onyb6AMKoBaHHbIX WabaoHOB.

MOHUTOPUHT 1 BbINONIHEHME pe3epBHOI Konuu LIC.

BO3MOMHOCTb  HACTPOMKM  Pas/IMYHOIO TUMA  OMOBELWEHUMA  4yepes
3N1EKTPOHHYO NOYTY.

BO3MOHOCTb 3anpoca cepTMdUKaToB.

AZanTUBHbIN MHTepdelic AN UCNONb30BaHUA Ha Pa3/IYHbIX YCTPOMCTBAX.
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3.2 ApxuTektypa

Ha pucyHKe HUKe npeactaBiaeHa ApXMTEKTypa CUCTEMbI, COCPeaOoTOYEeHHan Ha

6M3HEeC-N0MMKe ANA MOHWUTOPUHIa WMHGPACTPYKTYPbl OTKPbLITbIX KAloyel. 3Ta JiorMKka U

cneumanbHaa QYHKUMOHANBbHOCTb AOCTUIAETCA HaJIMYMEM B COCTaBE CUCTEMbI MOAYANA
MoHUTOpUHra MOK. Opyrne komnoHeHTbl LYIU asnsaotca 6a3oBbimu gns obpasoBaHus

60bWNHCTBA BEPCU PYHKLMOHANBbHOCTM CUCTEMBI.

CepBuCbl/NpUNOKEHUsA

Monb3osaTenu

LLYTU Cepsuc

fAapo uyrn

Moaynb 6U3Hec normKm

MOK

4

Moaynb oTo6paxeHuns
06bEKTOB 1 COBbITHI
MOHMUTOPUHTa

L

Mogynb xpaHeHus
MHBEHTapPHbIX 4aHHbIX
CmDB

L

.

BHeLwWHmne NCTOYHNKKN

MoHUTOPUHI

Cnyxba
KaTanoros

CkpunTbl

PucyHok 1 — Cxema apxuTeKTypbl cuctemol LLYTH.
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4 YCcTaHOBKaA

MpumeyaHne — [nA yCTaHOBKM U HacTPOMKK cepBepoB LLYITU pekomeHayeTca
06paTUTbCA B OpraHM3aumio paspaboTyumka.

4.1 Obuwme NoNOKEHUA

3arpy*kaemas Bepcus LYIM no ymonyaHuio HacTpoeHa pns paboTbl B
ogHocepBepHON KoHourypaumn. KoHdurypauma no ymoa4aHUI0 No3BOASET BbIMNOAHATbL
3aJa4v MHBEHTapM3aumm cepTudurKaToB, cbopa 1 rpadprMyeckoro oTobpaxKeHns cCHeTYMKOB
NpPou3BOAMTENIbHOCTM, HACTPOMKM OTOBparKeHUsa CBOAHON MHPOPMaLUKN, U yrpaBieHUa
33a[aHUAMM TONIbKO 411 cepBepa, Ha KOTOPOM YCTAaHOB/IEHA CUCTEMA.

JonycKaeTcs caMocToATeIbHOE pacluMpeHMe 04HOCEPBEPHOMN KOHPUIypaumum
ONS BbIMNOJIHEHWA  33a4ad  WHBEHTapu3auuMmM  CepTUOMKATOB M MOHMUTOPUHIA
NpPoOu3BOAMTENBHOCTU LOMONHUTENbHbIX CEPBEPOB B CETU, NPU YCAO0BMM HACTPOMKM
cuctembl LWYYTU ans mcnonb3oBaHMA AOCTYNHOro B ceTn aomeHHoro umenu (fqdn, fully
qualified domain name) 1 BbinycKa A1a AaHHOro AOMEHHOro UMeHU cepTuduKaTa Takum
obpasom, 4YTO gNA COOTBETCTBYHOLMX CEPBEPOB B CETM YCTAHOB/IEHbI AOBEPUTE/IbHbIE
oTHoweHus c LC, sbinyctmBwMm ceptudukat. Takasa KoHourypauma UYIU panee
HasblBaeTcA cemesoli KoHgpuaypayuel.

B cnyyae ceteBoit KoHourypaumm LYTU Heobxoguma [ononHUTeNbHas
HACTPOIiKa aucneTyepa cepsepa NnpuaoKeHni IS ona ncnonb3oBaHMA CEPBUCHbIX YHETHbIX
3anuceit B gomeHe Active Directory, n nogkniouyeHune cucrembl LUYTUN K pomeHy Active
Directory.

BayKHo - nogkntoyeHue cuctembl LYTU K paznnyHbim peanusaumam LC (FTOCT,
Microsoft Active Directory Certificate Services u T. n.) ana peweHuns 3agay
MmoHuTopuHra LUC, cosgaHna pesepsBHbix konuin LC, cbopa 1 MOHUTOPUHTA
N3MEHEHUIN CepTUPUKATOB M ONOBELLEHMA 06 NCTEYEHUM CPOKA AENCTBUSA
cepTMdMKATOB BbIMOJHAETCA CreLUManmMcTaMm opraHnsaumm paspaboTymka.

4.2 CocrtaB AnCTpmnbyTNBa

Ons  yctaHoBkum UYIU npepocTtaBnsetca  AUCTPUOYTUB-YCTAaHOBLLIMK C
Ha3BaHWem Buaa «setup 2.0.0.msi» (umMdpbl o3HadyawoT Bepcuto cbopku MO u moryt
OT/INYATLCA OT YKa3aHHbIX B lOKYMEHTaLMUK):

ANCTPpNOYTUB-YCTAaHOBLMK MOXKHO 3anucaTb Ha usb-Hocutenb (Tpebyetca He
meHee 100 MB cBoboaHoro mecta), CD, nnm ckayaTtb Ha MepcoHasibHbIi KoMnbloTep ¢ web-
caiTa opraHmMsaumm-paspaboTumka (MocTaBLLMKA) NPU COOTBETCTBYHOLWEN aBTOpPM3aLUU
noJsib3oBaTens.

CtpaHuua | 8
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4.3 TpeboaHua kK CepBepam 1 paboymm mectam

43.1 TpeboBaHuMA K cepBepy NporpaMmmHoro komnoHeHTta Cepsep LLYTU

Mo ymonuaHmio cuctema UYIM ycTraHaBamBaetca W aBTOMATUYECKU
HacTpamBaeTca gnsa paboTbl B 04HOCEPBEPHON KOHDUTYpaLMN.

CuctemHble TpeboBaHuAa ana cepsepa LLYTA:

° OC Windows Server Standard 2016 (cepsep c rpapuyeckmum mMHTepdeincom)
nunu bonee no3aHAA;

° A3bIK OC — Pycckuig;
o 2 Appa;
° OnepaTtusHaa namaTtb 8 I'b;

° 100 I'b AMCKOBOroO NPOCTPAHCTBA;
° CeteBolt agantep 1 [6MT/c BKAOYEHHbIM NpoToKkosiom TCP/IPv4.

MpumeyaHne — OnucaHune yctaHoBkn Windows Server npuBeaeHo Ha caiiTe
Microsoft.
OnAa XxpaHeHMA AaHHbIX CUCTEMA MCMOJ/Ib3YeT M aBTOMATUYECKN YCTaHaBAMBaeT
Ha uenesom cepeep CYB/ PostgreSQL Bepcuun 13.

Mpn 6Gonbwux obbemax A[aHHbIX, MWHBEHTAPU3aAUMM U MOHMUTOPUHTA
pekomeHgyeTca ucnonb3osaHme CYB[ PostgreSQL 12 Bepcun 12 wman Bblwe Ha
BblgesieHHOM cepBepe. [na obecneyeHUs BbICOKOrO YPOBHA AOCTYMHOCTU CUCTEMDI
peKkomeHAayeTcsa KnactepHas yctaHoBka CYB/ PostgreSQL. Hactpoika cuctemsl LWYTU ana
MCNONb30BaHMA BblgeneHHOro cepsepa CYB/ BbINOAHAETCA CNEUManMCTaMmm OpraHm3saumm
pa3paboTunKa.

4.3.2 TpeboBaHuMA K cMcTeme BUPTYanmnsaumm

Bce komnoHeHTbl LLYTU MOXHO pa3BepHYyTb Ha BUPTYyanbHbIX MAWMHAX Npu
BbINOJIHEHUM CiegyoWwmnx TpeboBaHWii:

° MponssoguTenb peleHua No BUPTyan3auuM NOSAEepP’KUBAEeT B KavecTBe
rocTeBblX OMepaunoHHbix cuctem Bepcum Windows Server, KoTopble
3a4eMcTBOBaHbI B pa3BopaymBaHmm LYY n BcnomoraTenbHbIX CEPBUCOB;

. Cuctema BMpTyanusauum obnagaet pecypcamu, HeobxoaumbiMu  AnA
passepTbiBaHMA LLYTU n BcnomoratenbHbIX CEPBUCOB;

° BbinonHaoTcA TpeboBaHMA No B3aMMHOMY ceTeBomy goctyny LYIU wu
BCMOMOTaTeNbHbIX CEPBMCOB.

CtpaHuua | 9
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4.3.3 TpeboBaHue K pabounm mectam

MoakntoyeHne K noptany LUYIU ocywecrtsnsetrca npu nomowm 6paysepa.
Bepcuun b6paysepos, nogaep:kusatolmne nogkaodeHme K noprtany LYIrn:

° Microsoft Edge;

° Internet Explorer 11;

° Google Chrome 75.0.3770.100 v BbiLle;
° Opera 60.0.3255.56 u Bblwe;

. Firefox 67.0.4 1 BbiLWwe.

434 TpeboBaHMA K CETU Nepeaayn AaHHbIX

CepBep UYMW, cepBep 6a3 paHHbix LYTU, paboumMe mecta C KOTOpbIX
ocywectsnaTbecAa goctyn K UYIM ponkHbl ObiTb B3aMMHO AOCTYMHbI MO CeTu, T. €.
Haxo4uTbCA B OAHOM LUMPOKOBELLATE/NIbHOM JOoMeHe (B OAHOM NJOCKOW ceTu) nnbo
OO0NKHA b6bITb HACTPOEHA MapLLPYTU3aLMA Ha YpoBHe L3.

B3aumopencteme mexay KOMMOHEHTaMM cuCTeEMbl WM nopTanom LYIU
ocyLlecTBAAeTCA No npoToKkony https ¢ ncnonbsoBaHnem nopta 443. Ha uenesom cepsepe
LY He nonKHO BbiTb YCTAHOBNEHO APYrMX BEO-NPUNOKEHNIA, UCNONb3YIOLWKNX NOPT 443.
Mpyn HapyweHun sToro TpeboBaHMA KOppeKTHasA paboTa cMCcTeMbl HEBO3MOXKHa!

MpumeyaHue - npu yctaHoBKKM LIYTU B ogHOCEpBEpHOMN KOHPUTYypaLumM AOCTyn K
nopTany BO3MOXEH TOJIbKO C LieneBoro cepsepa no aapecy https://localhost

B cnyyae ycTtaHOBKM 6asbl AaHHbIX Ha BblgeneHHom cepsepe, LUYIU
B3aMMOAENCTBYET C cepBepom 6a3 gaHHbIX Mo npoTokoay TCP nopt 5432.

4.4 YctaHOBKa obecneymBaroLLMX NPOrpamm

Bce Heobxoammble ana ¢dyHKUMOHMpPoBaHUA LY KOMNoOHeHTbl, BKAoYan
anctpubyTtne PostgreSQL Bepcum 13, BXOAAT B COCTaB AUCTPUOYTMB M YyCTaHAB/IMBALOTCA
aBTomaTuyecku. Heobxoammbie ponn u KomnoHeHTbl Windows Server aKtuBmpytoTcs
aBTOMATUYECKM B NPOLLECCE YCTAHOBKM.

4.5 Hactpovka B3aumopgemnctems ¢ gomeHom Active Directory

Ons vcnonb3oBaHus nonHoro ¢yHKumMoHana UYTU cuctema ponxkHa 6biTb
HacTpoeHa Ana paboTbl C AOMEHHbIMU TEXHONOTUYECKMMU YYETHBIMW 3aNUCAMM, a BCE
KOMMbIOTEPbI CUCTEMbI AOJIKHbI ObITb BKAOYEHbl B oAMH aomeH Active Directory, co
cneayowmMmMmmn napameTpamu:

° BEPCUKN KOHTPOIepoB AomMeHa He HmxKe Windows Server 2012 R2;

CtpaHuua | 10
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° YpPOBeHb n1eca n gomeHa He HMxKe Windows Server 2012 R2.

Ons oyHKunoHuposaHua LYITM B gomeHe Active Directory, Heobxogumo
yctaHoBUTb moaynb Active Directory ana Windows PowerShell. YcTtaHoOBKY MOMHO
OCYLLEecTBUTb Npu nomolun KomaHabl PowerShell Add-WindowsFeature -Name "RSAT-AD-
PowerShell" —IncludeAllSubFeature.

YCTaHOBKY MoAyAns OO0/KEH MPoOM3BOAUTbL NOJb30BaTeNb, obnagalowmii Ha
AaHHOM KOMMNblOTEPE NpaBamu aAMMHUCTPATOPa ONepaLuoHHOM CUCTEMBI.

Ons B3aumogeiicteus ¢ gomeHom Active Directory cuctema LLYTU ncnonssyet
YYeTHbIE faHHble, OT MMEHM KOTOPbIX 3aNyCKatoTCA Nybl NpuaoxeHni IS (cm. pasgen 4.6).

4.6 TexHonornyeckue y4éTHble 3anucu ana pabotol LLYTU

B npouecce yctaHoBkM LIYTU aBTOMaTUYecKn GOPMUPYIOTCA JIOKA/bHbIE
TEXHONOrMYeckme yyeTHble 3anmcn Windows, 061acTb NPpMMEHEHUA KOTOPbIX OrPaHUYeHa
KOHKPETHbIM KOMMNbIOTEPOM, Ha KOTOPOM YCTAHOBJ/IEHA CUCTEMA.

CospgatoTca cnepyrouwme nNoKasibHble TeXHONOTnYeCkne y4yeTHble 3anncu:

OBuexr _ HasHaueHme

YyeTHan itc YyeTHas 3anucb A1 3anycka nyso8 npunoxexHui lIS
3anumcb (ApplicationPool)

YyeTHan Itcintegration YyeTHaA 3anucb A4a8 MMNopTa AaHHbIX B LIYTU
3anucb

Mpu HacTtpoiike UYTU ana paboTbl B AOMEHEe, AOMEHHbIE TeXHO/0rM4Yeckune
y4eTHble 3anncK TaK»Ke A0AXKHbI HA3bIBaTbCA itc U intcintegration.

MporpammHbin KomnoHeHT Cepsep LYITM npu ycTaHoBKe TpebyeT 3HaHuA
MMEHN W MApPoONs AOMEHHON YY4ETHOM 3anMcK Nosb3oBaTens, obnagarowero npasammu
JIOKaNIbHOTO aamMHUcTpaTopa Windows, nos KOTopbiM Dbl OCYLWECTB/EH BXOZ B CeaHC
OMepauMoHHON CUCTEMbI WMAM BBOZA WX, €CAW YCTAHOBLIMK Obla 3anyweH He ¢
NOBbILWEHHbIMW MPUBUNETUAMMU;

4.7 YcTaHOBKa cepBepHOro KomnoHeHTta LUYIU

MporpammHbie  KOMMOHEHTbl WM  KOMMAEKCbl, BXO4AWMEe B COCTaB
cneymanbHOro nporpammHoro obecnedyeHma cuctemol LYW, gonxkHbl ycTaHaBIMBaATLCA Ha
KOMMNbIOTEPDI, YA0BNETBOPSAIOLWME TPeOOBaHNAM, U3N0XKEHHbIM B pasgene 4.3.

UYrU yctaHaBnmMBaeTcs Ha cepBepHoe obopyaoBaHue (uenesol cepsep),
KoTopoe 6yder BXoAuTb B coctaB cuctembl LYTU. YcTaHOBKY A0/1KeH MNpou3BoAUTb
nonb3oBaTesib, C UCNO/b30BAHNMEM SIOKAZIbHOM UAM AOMEHHOW YY4ETHOM 3anuncuK, KoTopas
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AO/KHA 06nagaTb Ha AAaHHOM KOMMNbIOTEPE MpPaBamu JIOKaJbHOMO aAMWHMCTPATOPa
onepaunoHHom cuctembl Windows.

PekomeHayeTcs BbINOAHATL ycTaHOBKY Ha OC Windows Server 2016 Rus nau
Windows Server 2019 Rus, c yCTaHOB/IEHHbIMW KOMMOHEHTaMU MO yMO/N4YaHuio, 6e3
YCTaHOBKM M HaACTPOWMKM [ONONHUTENbHbIX ponei, kKomnoHeHToB M MO. B npouecce
yctaHoBKM LYTU aBTomaTMyecku ycTaHaBAMBaeT M HacTpauMBaeT Bce Heobxogumble
KOMMOHEeHTbI Ans GYyHKLMOHMPOBaHUA nopTana LLYTU.

KomnoHeHTbl LUYTM aBTOMaTUYecku M 6e3anbTepHaTUBHO yCTaHaBAMBAETCA B
nanky C:\inetpub\App Ha uenesom cepsepe.

BarkHo - Mpu HannMummn Ha ueneBom cepBepe caiTa IIS, HacTpoeHHoro ana paboTbl ¢
ApYyrum Beb-npunoxkeHmem, KoppekTHan pabota LY HeBo3mOKHa!

4.7.1 NocnepoBaTeNIbHOCTb YCTAHOBKM

Ons UYTU ycTaHOBKM Heobxoaumo BbiNoaHUTb ¢aiin Setup 2.0.0.msi. Mocne
3anycKa yCTaHOBLLMKA NOABAAETCA CeAyiollee OKHO:

| f}l YctaHoeka LIYTU X

Bac npuBercrByeT Mmacrep
ycrtaHosBku LLYI'U

MacTep ycranosuT "LLYIMN" Ha Baw KoMnbtoTep, Haxmute
KHonky “Aanee”, 4yTobbl NPOA0KMTE MK "OTMeHa", 4TobkI
BLIMTH M3 MacTepa.

fanee > : OTtMeHa

PucyHoK 2 — OKHO Nporpammbl-yCTaHOBLLMKA.

[na Havana npouecca yCTaHOBKM HE0bXoAMMO HaxaTb KHoMKy [anee, nocne
Yero NoABUTCA OKHO C MPeaNoXKeHNMEM 03HAaKOMUTBLCA U NPUHATDL YC/I0BUA JINLLEH3NOHHOTO
cornaweHua LUWYTWU. Mpn oTKase NpMHATb YC10BUA, NPOLECC YCTAHOBKM 3aBepLuaeTcs.

CtpaHuua | 12
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ﬁ Ycranoska YT X ‘
JInyeH3noHHOE cornaleHne @
BrumaTenoHo NPpoOYTUTE CNEAYIOWEE NMUEHSMOHHOE CornaweHne
NMUEH3WOHHOE COIMALLEHME A

Ha NpeaoCcTaBNeHMe Npasa ucnonb3osaHma MO LYTU
(npocTan (HeUCKNKUUTENDbHAA) NMLEH3MA)

BHMMAHME! BHMMaTENbHO 03HAKOMbBTECH C YCN0BUAMM
JINUEH3NMOHHOro cornawenua (ganee - CornaweHune) nepeg

Hayanom paboTbl c MO.

Hauyano ucnonbsosaHma NO UM HaxaTUe KHOMKK NOATBEPKASHUA
COrNacuA C TeKCTOM JIMUEeH3MOHHOro COrnaleHma Nom VCTaHoBKe »

(®) 8 NPUHMMAIO YCNOBUS NNLEH3MOHHOTO COT NALWEHNS:

(O £ He NPUHAMAIO YCNOBIA NMLIEHSMOHHOTO COrNALLEHNS

Advanced Installer

< Hasan Otmera

PMCVHOK 3- np0CMOTp 1M npuHATUE ycnosmﬁ NNUEH3NOHHOrIO cornaweHumsa.

MNocne Ha)kaTuAa KHOMKKU «Janee» noABAAETCA OKHO C NpeasiorKeHnem HavyaTb
YCTAHOBKY. pU Ha)KaTumM KHOMKKW YCTaHOBWUTb MPOLECC HauyMHaeTcA. YcTaHaB/AMBaeTcA
cuctema UYTUM 1 KomnoHeHTbl, Heobxoaumble ana ee pabotbl, B Tom uucne CYB[

PostgreSQL 13.
 Setup — X
Installing
Unpacking C:\Program [...]\share\ocale \ko\LC_MESSAGES \pg_waldump-13.mo
—

PucyHok 4 — Mpouecc yctaHoBkn CYB/, PostgreSQL 13.
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15 Ycranoska LIYTWA X

Ycranoska LIYTH @ 1

MoaoxauTe, Noka macTep ycradasnmeaeT LY. 3T0 MOXET 3aHATL HECKONbKO
MUHYT.

CocTosHue: HacTpoitka koMnoHeHTos Windows.
p

Advanced Installer

PucyHok 5 — Mpouecc ycTaHoBKKM camoli cuctemsl LIYTU.

[Mocne pacnakoBKM M pasmelLeHUA Ha AMCKE KOMMNOHEHTOB cuctembl LIYTH,
BbINO/IHAETCA npouecc HacTponku B UYTU u cuctembl ans paboTbl B 0g4HOCEPBEPHOWN
KOHpUrypauum.

BN Aamunnctpatop: C:\Windows\System32\cmd.exe
[CREATE SCHEMA IF NOT EXISTS "cmdb";

ICREATE SCHEMA IF NOT EXISTS "itc";

CREATE SCHEMA IF NOT EXISTS "media";

IPg connection
Driver={PostgreSQL Unicode(x64)};Server=localhost;Port=5432;Database=itc;Uid=postgres;Pwd=Stat5318878-86;
Initializing db data
Script block started
create temp table deploy_tmp (domain_id int not null, cur_id int not null);
insert into acl.acl_domain (domain, code_en, code_ru, sequence)
select 'win-el@ikmkneia.localhost', 'enl', ‘'rul’, 1
where not exists (select 1 from acl.acl_domain
DB post seed
Script block started
update mntr.diagram_image
set name = 'Cepep UYIU 2'
where name = 'Cepsep UYTU';

insert into media.media_image(data, created)

values (decode('iVBORWOKGgOAAAANSUhEUgAAAGUAAAIACAYAAACGFEhYAAAAAXNSROIArs4c6QAAAARNQUIBAACX jWVBYQUAAAATCEhZ cWAACXMAAA
Start IIS deploy #i#HHHHEHHHEHHHHEHIHIHH

Registering default event log 'ITC Modules'

Itc root folder in 'C:\inetpub\app’

Creating ITC resource folder 'C:\inetpub\app\itc'

ITC application folder grant to IIS_IUSRS and Application Pool Users

Creating SSL_strict rule

PucyHok 6 — lMpouecc aBToMaTUYECKOM HacTponKkn cuctembl LLYTU.
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B npouecce ycrtaHOBKM cuctembl LYW, OTKpbIBAKOTCA OKHA YCTaHOBKM
HEeobXoAMMbIX CUCTEMHbIX KOMMOHEHTOB U CLIeHapUeB HacTpoliku LIYTU.

Ba*KHO - 3aKpbITME NPOMEXKYTOUHbIX OKOH He aonyckaeTca! Mpu 3aKpbITUN OKOH
YCTaHOBKM U HAacCTPOMKM HeobxoamMmbix KomnoHeHToB LIYTN, KoppekTHaa paboTa
LYl HeBo3MOXKHa!

Mocne 3aBepLIeHNA YCTAHOBKM M HAaCTPOMKK KomnoHeHToB LLYIU, BbiBOANTCA
OKHO 3aBeplueHus paboTbl macTtepa yctaHoBKM LIYTU. B oKHe BbiBOAMTCA NpuUrialleHune
ONA nepes3arpysky KoOMmnbloTepa.

; i.EJJYCTaHOBKa Lyru X
@ 3asepweHune paborbl macrepa
ycraHosku LLYI'U

YcTaHoBKa 3asepwena. Heobxoaumo nepesarpysuTe
KOMMblOTEp

MepesarpysuTb cepsep

[ns nposepku paboTocnocobrocTu LY noaknioumMTec

https: /localhost

[ aHHbIin BapUaHT MHCTaNNAWAM NpeaHasHaqeH ans
MCNONb30BaHUA CTPOro B paMKax oaxoro paboyero mecta

loToBO 2 [

PucyHok 7 — OKHO 3aBeplueHus paboTbl macTepa yctaHoBku LWYTU 1 npurnaweHune ana

nepesarpysku cepsepa.

Mepesarpyska cepsBepa HeobxoauMma [ANA BCTYyMJIEHUMA B CWUJY HACTPOEK
BXOXAEHUA B TPYMMbl TEXHUYECKUX YYETHbIX 3anucei, aBTOMATUYECKM CO3AaHHbIX B
npouecce ycrtaHoBku LYTU. be3 nepesarpyskum cepsepa Nocae YCTaHOBKU, KOPPEKTHasA
paboTa LLYI'M HeBo3MOKHa!

Mpu HaxKaTMK Ha KHONKY [OTOBO OTKPbIBAETCA OKHO NMepe3arpyskn cepsepa, Ha
KOTOpbI bbinla ycTaHoBAeHa cuctema LLYTU. Heobxoammo HaxaTb KHoMKy Aa.

CtpaHuua | 15
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ﬁ' Ceegenus yctaHoBlimka Windows

B [1nA BCTYNNEHWA B CUNY M3MEHEHUI, CAENaHHbIX B
‘0»’ "LYM", Heobxoammo nepesarpysTb KoMnetoTep. Ans
a2 NepesarpysKu CeNYac HaXMUTE KHonky “Aa”, ans
BbiNONHEHWUA NEPE3arpy3Ku BPYHHYIO NO3KE HIKMUTE
KHOMKY "HeT™,

-

PucyHok 8 — OKHO 3anycKa nepesarpy3Kku cepsepa nocne ycrtaHosku LLYTU.

lMocne 3aBepLlIeHMA Nepe3arpyskm U Bxoaa B ONepaLMOHHY0 CUCTEMY, CUCTEMA
LLYTU roToBa K NCNONb30BaHUIO.

4.7.2 lNpoBepKa yCTaHOBKMU

Ons NpoBEPKU KOPPEKTHOCTUM YycTaHOBKM LYTU HeobxoAauMmo OTKpbITb Ha

cepBsepe noageprmMsaemyto Bepcuio 6paysepa u nepeitu no ccoinke https://localhost.

Llyrl/l Q@  OB6bekTbl MOHUTOPWHIa

&% nasHan Avarpamma

CucteMa MOHUTOPYMHIa MHGPACTPYKTYpPbI & Cepruguarsi
OTKPbITbIX KAtoUel

PucyHok 9 — CtapTtoBoe oKHO cuctemsbl LLYTA.

4.8 YpaneHune Cepsepa UYTU

Mpn KoppeKTHOW ycTaHOBKe bOyaeT cosgaHa 3anucb nporpammbl B MaHenb
ynpasneHuna\Bce snemeHTbl naHenu ynpasneHuna\llporpammbl U KOMMOHEHTbI. [JaHHan
3anMcb HeobxoaMma ANa BO3MOMKHOCTU yAaneHus cepBepHoi Yyactu cepsuca LYTU. Onn
yOaneHvMa nporpammbl HeobxogMmo BblAEAUTb MbllWblO B CMKUCKE YCTaHOBEHHbIX
Nporpamm NyHKT c umeHem LLYTU 1 HaxaTb B BepXHelt NaHenn KHOMKyY YganuTb, Nocse Yyero
nporpamma b6yaeT yaaneHa c XEcTkoro gucka, Beb-cepsep UYMW ypanén wus IS (npwu
yAaneHun nporpammbl, Ucnosibayemas 6asa AaHHbIX Ha cepeepe SQL He yaanaercs).
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[E Mporpammbl 1 KOMNOHEHTbI

= a X

« v 4 [ > Manensynpaenenns > Mporpammer > MPOrPaMMel i KOMNOHENTSI v & | Mouck: Mporpammsi v komno... O
Manens ynpaenexns —
AOMBLLHAR CTPaHNLE Ynanexue unn nsmexenve nporpamMmmbl
MpocaioTp yCTaHoBnesIbE Ana yaar nporpammbi exibep €€ B Cnucke “Yaanute", "W " nan " 2
oBHoBNEHMI
& Briouenme wam oTkAKONEHNE
xosnosetos Windows Ynopsgounte ¥  Yaanute  Msmenuts  Boccranosuts o
Wms - Wzpatens Ycranoene... Pasmep Bepcua
yMicrosoft NET Core 3.1.3 - Windows Server Hosting Microsoft Corporation 25.12.2021 146MB  3.1.3.20163
1 Microsoft NET Core Runtime - 3.1.3 (x64) Microsoft Corporation 25.12.2021 91,3Mb  3.1.3.28628
) Microsoft NET Core Runtime - 3.1.3 (x86) Microsoft Corporation 25.12.2021 81,3Mb 3.1.3.28628
3 Microsoft Application Request Routing 3.0 Microsoft Corporation 25.12.2021 3,18MB  3.0.1988
) Microsoft Visual C++ 2015-2019 (x64) ... Mi C i 25.12.2021 22,1Mb  14.28.29914.0
8 Microsoft Visual C++ 2015-2019 Redistributable (86) ... Microsoft Corporation 25.12.2021 198ME  14.28.29914.0
[ PostgresQL 13 PostgreSQL Global Developmen...  25.12.2021 728MB 13
ﬂ psqlodbc PostgreSQL Global Developmen...  25.12.2021 280MB  13.1.0
@, Moayns nepeonpeaenenns URL-aapecos 2 ana lIS Kopnopauus Maiikpocodr 25.12.2021 424Mb  7.21993
Cuyrm Clearway 25.12.2021 138MB 20
f;\\\ Clearway Bepcws npoaykra: 2.0 Ccbinka Ha cnyxby... info@cl K fi: 372 6233 ABHHBIX yCTAHOBLLMKS COA..
U\/I Ccninka cnpaexu:  info@clearwayintegra... Pasmep: 138 MB

PucyHok 10 — Mporpamma LLYTU B cnucke yctaHosneHHbIx nporpamm OC Windows.

Technology. Talent. Results.
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5 HacTtpomKa cuctemnl

Janee onucaHbl OCHOBHble AO€WCTBMA MO HACTpOMKe WUHTepdelica U
dYHKUMOHANbHOCTU YCTaHOBIEHHOro nopTtana LYIN.

MNpumeyaHne — OnAa HacTpoliku cepBepoB LY pekomeHayeTcs 06patnTbea B
opraHmM3aumio paspaboTymKa.

5.1 Hactpownkn LUYTU ans paboTbl B ceTeBOM KOHOUTYypaumm

Ons pabotbl LLYTU B ceTeBoli KOHPUTypaumm Heobxoanmo

° onpeaenuTb nosHoe cetesoe nmsa (fully qualified domain name) cepsepa, Ha
KOTOPOM yCcTaHOBAeHa cmctema LYTU

° cbopmMmnpoBaTbL A5 CETEBOTO MMEHWM 3aKpbITbli KAtod U ceptudmkat SSL,
BK/lOYaOWMNI ceTeBoe umsa cepsepa LYIMN B none “OononHutenbHoe uMms
cybbekTa”

. MMNOPTMPOBaTb CcepTUdMKAT B XpaHunuuwe «JIMyHoe» Ans cepsepa, Ha

KOTOpPOM yCTaHOB/AeHa cmctema LLYTU

° HacTpouTb KomMoHeHTbl LIYTU B amncnetyepe cepBepa npunoxeHuin 1IS ans
ncnonb3oBaHuA ceptudmraTta SSL

° nepesanyctutb IIS

[na onpegeneHna NosIHOrO CETEBOTO MMEHWU cepBepa HeobXoAMMO OTKPbITb
OKHO MHTepnpeTaTopa KOMaHg, Powershell 7 BOUTb KOMaHAay:
[System.Net.Dns]::GetHostByName(Senv:computerName).HostName

EN Agmunmnctpatop: Windows PowerShell = a X

Windows Powershell i i
(C) Kopnopauus MaikpocopT (Microsoft Corporation), 2016. Bce npaBa 3awWuleHbl.

PS C:\Users\AaMuHucTtpaTop.WIN-ELOIKMKNEIA> [System.Net.Dns]::GetHostByName($env:computerName).HostName
WIN-E10IKMKNEIA
PS C:\Users\AaMuHucTpaTop.WIN-ELOIKMKNEIA> _

PucyHok 11 — lMpumep onpegeneHnAa NnoAHOro MMeHU XocCTa.
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[Onsa nonyyeHHoro ceTeBoro UMeHn Heobxoaumo chopmmnpoBatb cepTUPUKaTt
CO CBOMNCTBaMMU:

CybbekT: CN = nonHoe ceTeBoe MMs cepBepa
[JononHutensHoe nmsa cybbekTa: DNS = nonHoe ceTeBoe MmaA cepsBepa

Yny4weHHbIM KNto4y: NpoBepKa NOA/AMHHOCTU KNMEHTa, MPOBEepKa NOAJMHHOCTH
cepsepa

a  Ceptudukart X

Obuwme CoCTas MyTb cepTudMKaLm

MNokasaTtb: | <Bce> v
Mone 3Ha4eHe o
|:\[1e|'1crswreneﬂ C 26 aexabpsa 2021 r. 23:00:09
|4_}11e|'4crswrenen no 26 pekabps 2023 r. 23:00:09
|=)| cyfbext WIN-E 10IKMKNEIA.mshome. net

‘ |J_10TKpblTbll71 KoY RSA (2048 Bits)
|a

\ﬂapane'rpbl OTKpbITOro Kn... 0500
ﬁ'f?, JononHuTenbHoe uMa cybb... DNS-ma=WIN-E 10IKMKNEIA....
.'_;L}Mneﬁmdmxa'rop Knoya cy... bféd fc5a8e 18 1fe8 1379...

|
JiolUneuTuhueaTan wmaus e NneuTuhawarnn kninua=1e 7

DNS-1mMa=WIN-E 10IKMKNEIA.mshome.net
DNS-umMa=WIN-E 10IKMKNEIA

CsoiicTBa. .. KonuposaTte B dain...

[ oc ]

PucyHok 12 — Mpumep ceptuduKata ana ceteBoin KoHPUrypauum cepsepa LLYTN.

3aKpbITblA KN4 W TaKoh cepTudMKAT MOXKHO creHepuposaTb B LC,
YCTaHOB/IEHHOM B CeTH, rae pasBepHyTa cuctema LYW, uamn creHepupoBaTb C NOMOLLbIO
061Lea0CTYNHbIX CPeACTB reHepaunn cepTudMKaToB, TaKMX KakK Let’s Encrypt.

MonyyeHHbIM  cepTUMKAT HEOobXOAMMO  YCTaHOBUTb B  XPaHWUMLLE
ceptudmkatoB «J/InuHoe» Ha cepBepe, rae ycrtaHosneHa cuctema LYITWU. 3to nossonut
yKasaTb cepTUdMKAT B HACTPOMKax Aucnetdepa cepsepa npunoxeHuit IS, n caenatb
cuctemy LLYTU poctynHoli no 6e3onacHomy coeguHeHuto TLS ¢ Apyrmx KOMMNbOTEPOB B
cetu.
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BarkHO - Ana umnopTa cepTudmKaTa B XpaHuaumue «JIndyHoe» KomnbloTepa
nosb3oBaTe b A0/IKeH 061aaaTb NpaBam JIOKA/IbHOTO afiMUHUCTPATOpA.

Ana nmnopTa cepTudmMKaTa HE0BX0AMMO 3aNyCTUTb CUCTEMHOE MPUNONKEHME
«YnpasneHue cepTudmrKaTaMm KOMMNbIOTEPOBY.

BN /lyuluee cooTBeTCTBUE l
. YnpaBneHue ceptudukatamm 0
Y : KOMMNbIOTEPOB

K¢
[MaHenb ynpaBneHua

g; YnpaBneHuve ceptudukatamu
‘Y nonbsosatenei
MNaHenb ynpaBneHua

MapameTpsl D

£, YnpasneHue cepTudukatamu WndpoBaHns
daninos

PucyHoK 13 — 3anyck cucteMHoro npuaoxKeHus «YnpasneHune ceptudmnkatamm
KOMMbIOTEPOB»
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[danee HeobXoAMMO OTKPbITb XpaHuauue cepTuduKaToB «J/IMYHOE» U B
KOHTEKCTHOM MeHI0 BbibpaTb KOMaHAy nmnopTa cepTuduKara.

fa certlm - [CepTudukaTtbl — noKanbHbIi kKomnbroTep\/InuHoe\CepTudmkatbi] = O X

®aiin  [Jeiictemne Buag Cnpaska

AR ERREREN 7 Ma:

G C_epmquarbl — nokansHbiit A || Kowmy ebigaH i c
¥ - “_"“c““ § 3l CWI-CA2 CWI-ROOTCA 2
| Cepm - :
“ [losepen Bce sagaumn > 3anpocuTL HOBbII CEpTUdUKAT... ;‘
| dosepur Bua . Wmnopr... 2;
| NMpomex )
B Hosepes] Ry [JononHuTeNsHbIE ONEpaLyn > 1A 2
| Cepudv 3KCNOPTUPOBATE CINCOK...
| CropoHH
| Nosepen Cnpaska

_| MocTaewwmkn cepTudmnkat
_| KopHeebie 3nemeHTbI npe
| YaanenHbiit pabounii cTo.
| 3anpockl 33a8B0K Ha CepTV
| [loBEpEeHHbIE KOPHEBBIE C
| [loeepeHHbie ycTpoiicTea
_| Pasmewerne seb-cnyxb

H Windesse | ive IN Talban lec ¥
< > < >

I'Iepequb AeﬁCTBMﬁ, KOTOpbIE MOTIyT BbITb BEINOAHEHEI C A3HHbBIM 3NEMEHT(

PucyHok 14 — 3anyck KOmaHAbl MMNOPTa cepTUPMKATA B KOHTEKCTHOM MEHIO XPaHMIMLLA
«JInyHoe»

Mocne 3aBeplleHMA MacTepa MMMOPTa cepTMdMKaTa, 3aKPbITblA KAOY U
cepTUOUKAT AOCTYMHbI B XpaHuaue «J/IndyHoe» cepTUPUKATOB KOMMNbIOTEPA, HAa KOTOPOM
ycTaHoBaeHa cuctema LYTN.

Technology. Talent. Results. Crtpanuua | 21



CLEARWAY

NTEGRATION

ﬁEcertlm - [CepTudukaTbl — NokanbHblii komnbrotep\/InuHoe\CepTudukatbi]

®Qaiin  [Jeiicteme Bug Cnpaska

o | 2@ B8 ez HE

_’,‘}J CepTndunkatel — NoKanbHbIA KO Komy ebigan Kem ebigax
v [ finynoe Elcwi-ca2 CWI-ROOTCA
| Ceprndmkatel ] CWI-ROOTCA CWI-ROOTCA

| [loBepeHHbIE KOPHEBbBIE LIEHT
| [loBepuTenbHbie OTHOLLEHMA
| MpomexyTouHble UeHTpbI ce
| [loseperHbie uspatenn

| Ceptudmkarel, K KOTOPbIM He
| CTopoHHWE KOPHEBbIE LIEHTP
| [osepenHble nuua

| MocTaswmkm ceptudukartos
_| Kophesble 3nemenTel npeaea
| Yaanenneiii pabounii cton

_| 3anpocsi 3a880K Ha cepTudm
_ JoBepeHHbie KOPHEBbIE CEPT
| [loBepeHHble ycTpoicTea

_ Pasmewenne seb-cnyx6

| Windows Live ID Token Issuel

“QJ localhost localhost
22 WIN-E10IKMKNEIA.mshome.net  CWI-CA2

< > || <

Xpannnuwe /lnuHoe coaepxut 5 cepTudmkartos.

(ng WMSvc-SHA2-WIN-ET10IKMKN... WMSvc-SHA2-WIN-E10IKMKNEIA

PucyHok 15 — NMpumep ceptuduKata ana ceteBoro umeHu cepsepa LLYIM, smecte ¢

aBTOMATMYECKM CreHepmnpoBaHHbIM cepTudmKkaTom localhost ana ogHocepsepHoOi

KOHOMIypaumu, B XxpaHWauLLe CepTUPUKATOB cepBepa

ﬂ,/’lﬂ HaCTpOﬁKM KOMMNOHEHTOB CUCTEMDbI

Uyrn pna

= X
Cpok geiictena  HasHauen
29.04.2025 <Bce>
13.10.2028 <Bce>
25.12.2022 Mpoeepka
26.12.2023 Mpoeepka
23.12.2031 Mposepka
>
MCNos1b30BaHUA

NMoJsIyYEHHOrO cepTUdPUKATa U MPUBA3KM KOMMOHEHTOB K MOJAHOMY CETEBOMY MMEHU

cepBepa, HeEObX0AMMO 3aMyCTUTb CUCTEMHOE NPUAOKeHUe «ucneTtyep cayxo 11S». Nanee

B NPUAOXKeHUN Heobxoammo BbibpaTb cant Default Web Site n HacTpouTb npueAsky ana

nopta https. [1na 3T0ro Hy»Ho BbIGpaTh onepaLmio «MPUBA3KK...» B yNPaBAAIOLLEN NaHenn

«Jencreunay.
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k‘a [Lucnetuep cnyx6 IS - O X
/GT -3 @ » WIN-EIOKMKNEIA » caiirer » Default Web Site » 7 Ee @‘
®aiin  Pexum  Cnpaexa
Q-Hi2e 0 HauanbHas ctpaHuua Default Web Site
W5 Hauansnan crpanius ~ oy
83 WIN-E1OKMKNEIA (WIN-ETO] DunsTpsi: - Mepeimv - g Mokasate Bce | CrpynnupoBats no: z
L) Myne! npunosxeruii 13 L]
v @ caiftsl @ E == ol _Iql“’H
. CGI = o
. & Default Web Site = i N 9 = i’ e &=
, @ itccmdb ASP Cal Begenne Joxymentno 3aroncekm Kswwpoea..  Mogynm
@ itc.common KYPHANZ  YMOAYSHWIO  OTEETOB .. BLIBOAMMB...
» 0 itc.monitor . iy # e, =
F e 2 = 5 B
0 itc.pki.spa Orpanuue... [T Mep: p... Mepeonpea, Mpasuna Mpaewnna Mpasuna
53/ Server Farms IP-agpecos... ssL npotokon.. URL-agpecos aetopusaumm paspaGoT.. TPaccHpos.
ol r 1 2 @
b d & @ = &
Mposepxa  Mpocmorp Cxatne  Conoctas.. Crparmusl  Tunsi MIME ®unstpaums
MOANWMHHO...  KaTanora obpabory..  owmbok 3anpocoe
DunsTper
ISAPI
v
lotoerocTs

PucyHok 16 — Bbibop onepaumm npuBA3KKM Ana ocHOBHoro Beb-canTta LYTU Default Web
Site B npunoxkeHumn Oucnetyep cayb6 IS

Janee Heobxogumo BbibpaTb TUN MPOTOKOAA https M HaxKaTb KHOMKY
«3MEHNTbY.

MpuBA3KM caiita ? X
Tun Wma ysna Mopt  IP-agpeca Ceegenna o npu... [Jo6asuTs...
http 80 * >
https 443 " 3MEHUTS...

Yaanute
O630p
3akpbiTe

MUNCTHER... KOR@PWIypP..

PucyHoK 17 — U3meHeHMe NpuBA3KK ANa NpoToKoa https ans ykasaHma HoBoro
cepTnduKaTta

[anee HeobxoamMmo BbI6GpaTb MOAYYEHHbIA cepTUdMKaT B cenektope SSL-
cepTdUKaT M HaxaTb KHonky OK
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RS i ) B
[
{ M3MeHeHuWe NpuBeAsku caiTa ? X
Tun Th...
http Tun: IP-agpec: MopT: - |
hitps https Bce HeHasHayeHHbIE vl [443 ’
ITb
Wms y3na:
| | P
[[] Tpeboeate o6o3HaueHne umenn cepeepa
SSL-ceptudukar:
localhost w Beibpare... Bua...
He sbibpaxo
WIN-E10IKMKNEIA.mshome.net
localhost Oraesa
WMSVC-SHA2
3akpbiTe

PucyHok 18 — Bbibop cepTudurKaTa c cepBepPHbIM AOMEHHBIM MMEHEM B OKHE U3MEHEeHMA
npusasku ana caita LYTU Default Web Site

[anee Heobxo4MMO NPOAENATL Ty XKe onepauuio AN CaUTOB — KOMMNOHEHTOB

cnctembl LUYTU:

e jtc.cmdb

e jtc.common
e  itc.monitor
o jtc.pki

e  jtc.pki.spa

[na BCTynneHua U3mMeHeHWn B cuNy HeobXxoaMMO nepes3anycTuTb Aucnetyep
cepsepa npunoxeHun 1IS. [Ona 3toro HeobxoaAMMo BblibpaTb KOPHEBOW Yy3en
(HasbIBalowWMIicA TaK Ke, Kak cepsep) B o6nactn «MogKNOUEeHUA» B OKHE MPUIONKEHMUS
Oucnetyep cay6 1IS, n BbibpaTb KOMaHAy nepe3anycTutb B obnactn «YnpasneHue

cepsepom»
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“j Nucnetuep cnyx6 IS - O X
" - -
[ > €3 » WIN-E10IKMKNEIA » 1] @

®aiin  Pexum  Cnpaeka

tgl HauanbHas crpadvya WIN-E10IKMKNEIA
@ - 8 ‘ ¥ ¥npaenenwe cepsepom
€4 Hauanonas crpanmua — .'
. | - - Mepeim ol 3
« 83 WIN-ETOKMKNEIA (\MN-EIG{ DuneTpbI Mepedms - g Mokasate Bce | Crpynnupoeats no: g # o
L} Mynel npunosxermii FTP L |
v & caiTsl E: = L akE "‘. ¢
@ Default Web Site | Gig) i3] (FTE) |
@ itcemdb Beaerme Wzonauma O6zop Orpanuue... Orpannue.. MMapamerpel Moaaepxxa
& itc.common xypHana FTP nonesoear.. FTP-kavan.. noneoke.. IP-agpecoe.. SSLFTP  Bpanamay...
e rt:.mrjamlor '.or]l o e a="
@ itcpki L!‘ i\ GD| G SFm
& itc.pkispa Mpaeuna Mpoeepka CooBuwenna GuneTpauns
33! Server Farms BBTOPM33L... NOANNHHC.. FTP 3anpocoE ...
s -
e - f P
® & B 0§ o &
Application ASP ac]] Begenne Jokymentne 3aronoskn  Kawwpoea..
Request R... WYPHANE  YMOAHEHWIO OTBETOB .. BLIBOANMBL...
- a lL- H= o 4 8
Ml F B ® = g
Mogyan  Orpavmye.. Orpanude.. [lapamerpsl [lMepewanp.. lepeonpes.. [lpaesmna v
ToToeHoCTs L=

PucyHok 19 — Nepe3anyck IIS

Mocne 3atoro KomnoHeHTbl cuctembl LYIWU, ycTtaHOBNEeHHble Ha cepsepe,
O0CTYNbl MO CETM MO NOJIHOMY CETEBOMY MMEHM CeEpBepa, No NPoToKoAy https u nopty 443.
Cuctema LLYTU rotoBa K paboTe B ceTeBoM KOHpUrypauuu.

5.2 HactpomnKka nogkntoudeHmna cuctembl LUYTU K gomeny Active
Directory

Mo ymonyaHuio, B ogHOcepBepHON KoHdUrypaumum cuctema LUYIM goctynHa
TONbKO MOAb30BaTE/0, BbINO/IHABLWIEMY YCTAHOBKY cucTembl. [na nogkatodeHmna K LLYTU
nonb3oBaTenet U3 pomeHa Active Directory, HeobxoAMMO WM3MEHUTb TEXHUYECKME
y4yeTHble 3anucu LY Ha gomeHHble y4eTHble 3anncu, U HacTPOUTb B KoHbUrypaumm LLYTU
nyTb K cepsepy Active Directory n KopHesomy gomeHy Active Directory.

Ona pabotbl cuctembl LLYTU B ceTeBoM KOHbUrypaumum ¢ NOAKAOYEHUEM K
Active Directory B gomeHe Active Directory AonXHbl 6biTb CO34aHbl creaytoline
TeXHUYECKUe y4eTHble 3anncu u rpynnol:

O6vexr __ Mma________[Hasnauenme ____[TpeGyembie npasa

YyeTHasa 3anuco itc Y4yeTHasa 3anucb ana Cepsep LYTU — noKanbHbIM
3anycka nynos agMUHUCTPATOP.
npunoxenni IS

YyeTHasa 3anuchb ltcintegration YyeTHasa 3anucb ana Cepsep LLYTU — nokanbHbIM
MMMNOPTa AAHHbIX B agMUHUCTPATOP.
uyru Cepsep, C KOTOPOro

OCYLL,ECTBNIAETCA MMMNOPT AAHHbIX
B LLYTV — noKkanbHbIN
aAMUHUCTPATOP.
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lpynna Itc_administrators AgmuHuctpaTtopbl LLYTU
6e3onacHocTH

lpynna Itc_users Onepartopsbl LLYTU
6e3onacHocTM

Ons obecneyeHna JocTyna AOMEHHbIX nosnb3osatener UYTU, Heobxogmmo
nepeHacTpouTb Aucnetyep cepeepa NpuaoxeHui IS ona Mcnonb3oBaHWA AOMEHHOWN
YYeTHOM itc ANa 3anycKa nNyn0oB NPUAOKEHUN, U HACTPOUTb NoaKkAtoueHue LIYTU K gomeHy
Active Directory ana uteHma cBefeHM O NPUHALNEKHOCTM NOAb30BaTENEeN K rpynnam
6e3onacHoctn LLYTU.

ONnAa  V3MeHeHMs Yy4YeTHOW 3anucu AaA 3anycka ny/joB MPUIOKEHWUN
HeobXoAMMO 3anmyCTUTb CUCTEMHOE MpuaoXKeHne «ducnetdep cayxb lIS» u BbibpaTb
pasgen «yabl NpUAoXKeHnin» B o61actn «MogKNoYeHNA»,

Hanee Heobxoanmo BbibpaTb nyn itc.pki.pool n KomaHay «oNOAHUTENbHbIE
napameTpbl...» B 06/1acTh «M3MEeHUTb Ny NPUAOKEHUIN» NAHENN AENCTBUMNA.

H_j Nucnetuep cnyx6 IS - O X
[ ] &} v WIN-E10IKMKNEIA » [lynei npunoxenmii ) o e-
Qaitn  Pexum  Cnpaeka
Noaxnouerna - 9
ez “J‘ nyﬂbl NPpUICXKEHUU
:j Fisuniisms cepatils 371a CTpaHMLa NO3BONAET NPOCMATPMEATE M M3MEHATE CINCOK MY/I0E NPIICKEHNH, CYLUECTEYIOLLMK Ha _
| VY‘N'UOIKMKNEIA (WIN-E10] cepeepe. Kaxasiid myn npunomenHmil ceasaH ¢ paBodunm NpoLECCOM, COABPIKUT OAHO MNU HECKOILKO
&t Nynb i i 1 obec M3IONALWMIO NPH A ApyT OT ApyTa. =
v @] caifsl Japaun nyna npuaoKeEHni
@ Default Web Site OuneTpel: « W Mepeitn - \=y Mokasars sce | Crpynnnpoeats no: =
@ itcemdb Wms Cocron... Bepemacp... Pewwmynpas.. Yaoctosepenme Mpunoxenus B Ocray
g E:::‘::r" [IDefavitAppPocl _ Pabor..  va0 Bipoennain . ApplicationPooiide, 1 :
@ | K ,;'itc.:mdh.pnm Pabotr.. bBesynpae.. BerpoeHHuit ITC 1
c.pki - p—
- 3 " Llitc.common.poel Pator.. bBesynpas.. Bcrpoennbii ITC 1 | BHE CTPONK
Q itc.pki.spa < td
451 Server Farms ot itcmonitor.pool  PaBor.. Eesynpae.. BcTpoeHHeii ITC 1 epesanmye
3 ~
Dic.pkipool Paor.. bBesynpas.. Borpoewssi  ITC 1
« itc.pki.spa.pool Pabot.. besynpas.. BcTpoenHuii ITc 1
X
.e‘
< >
< 3| TMpOCMATP COAEPXMMOTT
ToToBHOCTE L=

PucyHok 20 — Bbibop HacTpoMKM Nyn0B NPUNOXKEHUI B AncneTtyepe cayxob IS

[danee HeobxoAMMO BbIBPATb AOMEHHYIO TEXHUYECKYIO YYETHYIO 3aMuCh itc B
onuun «YaoctosepeHue» pasgena Hactpoek «Mogenb npouecca», U BKAUYUTb OMUUIO
«3arpy*katb Npoduab NoAb30BaATENAY.
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[ononHuTeNbHEIE NapaMeTpsl ? X
Wenonnsembiii Gaitn npn sasep A
Makcumyn cboes 5

[Mapamerpel ncnonHaemoro dai
Tun oteeta "CnyxBa Hegoctyns Httplevel

[eiicTene npu oxoHyaHuk epem Terminate
aarppmb npo¢unb NoNL3083 -@
MakcumansHan 3agepxka ot 90
Makcumanstoe 4ucno paﬁoum‘ 1

i'lepuu,q EPEMEHN MEXTY npuueﬂ 30

MpeaensHoe spema 3asepiuenn 90
MpeaensHoe spema samycka fu 90
Mposepka CEASH BKAIOHEHA | True
Cztupuwpuurh unu:hxyphanr

Tawm-ayT npocron (8 mumyTax) |20

Yaocrosepenue

Bintouen

Wicnoanaemeiit gaiin | it
| Ynocrosepenne
[identityType, g p d] Onp BLINOAHEHWE NYNa
MPUIOXKEHNIA B KAYECTBE BCTPOEHHOI YHETHO 3aNNCH, 3 HMEHHO KAk
yAOCTOBED nynanp i (p 1AyeTca), ceTesoi cywbel, A...

0K | Otmena

PucyHOK 21 — BbI6Op y4eTHOM 3anMcK B HACTPOMKaX Nya NPUAOXKEHUI

[ns BO3MOXHOCTM AOCTyNna AOMEHHOW TEXHMYECKOW y4eTHOM 3anucu ans

MHTerpaymu itcintegration Heobxoaumo A06aBUTbL ee B IOKaNbHYO rpynny itcApiAccess.
[na 3TOro Hy)XHO 3anycTUTb CUCTEMHOE NpuoXkKeHne «JloKanbHble Nosab3oBaTenu wu

rpynnbi» (Hanpumep, Haxatb Knasnwm Windows + R 1 3anyctutb KomaHay lusrmgr.msc).

Janee Heobxogmumo BbibpaTb pasgen “Tpynnbl”, pBaxKabl

WeNKHYTb Mo

rpynne

itcApiAccess, 006aBUTb AOMEHHYIO YYETHYHO 3anuch itcintegration ¢ NnomolLbio KHOMKY
«[06aBUTb» U HaxaTb KHOMKy OK.

Technology. Talent. Results.
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A
-3
®aiin  [fdeiicteme Buag Cnpaexa
o= 5mXE R HE
& Ynpaenerine komnerotepom (nf| Yaa || Bevcrena
v [f} Caywebubie nporpammer . - P — CeoiicTsa: ltcApiAccess ? X - =
s - n bl
() MnanupoeLmk 3383HNE && AT Lt
8] NMpocmotp cobeimmii i P Obwwe JlononHuTensHsie geit... P
ok & Agsmnmncrpar
i LUME NANKIH & Focrn i ItcApiAccess =
+ l Noiamiie nonkscaan ReApiAccess
. & focrynDCON JononHutensHsie geii.. P

| Monssosatenn
. Tpynne:

(%) MpouseogurensHocts
& Nucneruep yerpoiiers || 38 Onepatopoi 1 |

v 5 3anomuHaloLme yCTPORCT! &% Oneparopsi n UneHb: Fpynnbi:
';j- Cwcrema apxneauum aa % Onepatopsi n a ITChtegration
= Ynpaenenme guckamn || & Onerreie non i
s Crywboru npunoxerna || &8 Nonssosaren
#& Monezceaten 1
ag Monszoeaten
&% Nonb3osaten

&% Kpunrorpadm
B Oneparopsi 2 Onucanme. Service Integration

& pganrmcTpaTop

@8/ Nonvzoearen
& Monezoearen
% Pennuxarop

% Cepeepei xom
T WsMeHeHinR YneHcTsa B rpynnax
& Cepoepei yaa. i Dogasums o BCTYNAT B CMAY NOCNE CNEAyIoWEro
% Cepeepei ynp e : BXOAA NOMLSOBATENR B CUCTEMY.
&% Ynpasnreman
O Yurarenu sy i D i it
I& itcAdmins Agmunncrparopel IYTU
ﬁl[\:ﬁpiA((ES Service Integration
&P;-Rcf-\uditms Monssosatenu UYTA

PucyHok 22 — lobaBneHne yYeTHOM 3anmcK B IOKaNbHYIO rpynny AN8 UHTerpaumMm

HDanee, ona noakntodeHma K gomeHy Active Directory Heob6xoaMMoO OTKPbITh
dann c:\inetpub\App\itc\config\itc_config.json. B pasgene externalServices B obbekTe
connection Heobxoanmo B nonsx host u credential ykasatb agpec KoHTpoanepa AomeHa
Active Directory. B none root obbekra filters HeobxogMmo yKasaTb Ha3BaHME KOPHEBOTO
OU pasgaena c nonb3oBaTenamm.

Mocne 3Toro HeObXoAMMO Mepes3anycTUTb AUCNeTYep cepBepa NPUNONKEHUN
IIS. Cuctema UYIU B ceTeBOM KOHdMUrypauum rotoBa Ans paboTbl C AOMEHHbIMMU
nosib3oBaTensimu, 1 cbopa AaHHbIX C APYTUX CEPBEPOB.

5.3 HacTtponKa MOHUTOpMHIa KomnoHeHToB CepBepa

Mo ymonuyaHuio cuctema LYITM HacTpoeHa B oaHOCepPBEPHOM KOoHPUrypaumm
ONA MOHUTOPMHIAa KOMMOHEHTOB CepBepa, Ha KOTOPOM YCTaHOB/IEHA CUCTEMA.

[nAa MOHUTOpPMHra ApYyrMx cepBepoB HeobxoAMmOo B MepByld ovepesb
HacTpouTb cuctemy UYIM gna pabotbl B ceTeBOW KoHouUrypaumum (pasgen 5.1) wm
NnoaKNUYMUTL cucTemy K gomeHy Active Directory (pasgen 5.2). NocneagHee Heobxoanmo
ANA TOro, 4Tobbl CKPUMTbI MOHUTOPUHIA, Pa3BEPHYTbIE Ha APYrMX KOMMNbOTepax B CeTw,
Morin 6e30nacHoO NOAKNOUNUTLCA K KOMMOHEHTY NMPUeMa AaHHbIX MOHUTOPUHIE CUCTEMDbI
LYTW.

[na ocyuecTBNeHna MOHWUTOPWMHIA CepPBEpa MCMNO/b3YTCA cheaytoume

dalinsbi:
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C:\Scripts\itc.get.perfcounters.psl — cueHapuit NoAy4EeHUA AAHHbIX;

C:\Scripts\itc.send.perfcounters.psl — cueHapuini nepeaayn AaHHbIX Ha
cepsep LLYTU

C:\Scripts\New-SchTask .ps1 — cueHapuit HaCTPOMKK PErynapHoOro 3afaHua B
MnaHuposwmKe 3aaaHnin Windows.

ﬂ,ﬂﬂ Ha4a/la MOHUTOPUHTIa HEO6XOLI,MMO CKOnMnposBaTb nNepevyncieHHble Bblile

dannbl B nanky C:\Scripts Ha cepBep, MOHUTOPUHI KOTOPOTO HYXKHO BbIMOHATD, C CepBepa

LUYTU (dainbl KonmpytoTca aBToMaTUYeCKM Ha cepsep LLYTU npu ycTaHoBKe).

Ll,anee Ha LUeneBom cepsepe, MOHUTOPUHI KOTOPOro HYXHO BbIMO/HATD,

HeobXxoAMMO BbINONHUTL C NPaBaMK JIOKAJIbHOrO agMMUHUCTpaTopa KoMaHay Powershell

AR PErUCTPALLUM CKPMMNTa MOHMTOPWHIA B NNaHMpPOBLMKe 3aga4 Windows:

C:\scripts\New-SchTask.ps1 -ScriptPath 'C:\scripts\itc.send.perfcounters.psi -

DefaultDomain "mshome.net" -ITCServer "WIN-E10IKMKNEIA.mshome.net"' -TaskName
"ITC perf monitor task" -User itcintegration@domain

raoe

3Ha4YeHne napameTpa User 3TO Ha3BaHue ,D,OMEHHOVI TEXHUYECKOM yquHoﬁ
3anucun itcintegration, BK/IlOYaoLWlee Ha3dBaHe AOMEHa

3Ha4eHue napameTpa DefaultDomain 310 Ha3BaHWe gOMeHa

3Ha4yeHue napametpa ITCServer aTo NnonHOe ceTeBoe Uma cepsepa LLYTU

CKpMNT 3anpocuT Maposib y4eTHOM 3anucu, mocsie 4Yero Ha cepsepe byaet

CO3/aH0 33aJaHune, pa3 B 5 MUHYT NocblNalollee AgaHHble MOHUTOPUHIA cepBepa B CUCTEMY

UYTn.

Mpu Kaxkaom 3anycke 3agaum byaeTt cobpaHbl U UMMNOPTUPOBAHbI Ha cepBep

LYTWN, cnegyrowme aaHHble MOHUTOPUHTA:

Mpoueccop — cTaTyc 3arpysku LeHTpanbHoro npoueccopa. CTtaTyc meHseTcs
co «3a0poB» Ha «OwWnbKa» ecn NpoLeccop 3arpy:eH 6onee yem Ha 90%;

AOnck — cratyc cucteMHoro pgucka. Cratyc meHsaeTca co «340poB» Ha
«OwmnbKa» ecm MecTo Ha AUCKe 3aHATO bonee yem Ha 90%;

MamsaTb — cTaTyc 3arpy3ku onepatMBHOM namsaTtu. CraTyc MeHaeTcAa co
«3p0poB» Ha «OWwKMbKa» ecnmn onepaTUBHAA NaMATb UCNOJIb3yeTca bosiee yem
Ha 90%;

CraTyc cepBepa — cTaTyc 06beKTOB AnA A0baBneHMA Ha gMarpammy B BUAE
rpaduka.
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5.4 HacTtponKa MOHUTOPMHIra KomnoHeHToB NOK
MogkntoueHune cuctembl LLYTU B ceTeBoM KoHpuUrypaumum K LLC 1 HacTpoiKa

MOHUTOPUHTa KomnoHeHToB MOK BbiNoHAETCA cneumManncTamm opraHnsanmm
pa3paboTumKa.

5.5 HactpounKa gnarpamm

Ons  pobaBneHua WAM yaaneHus guarpaMmbl  HY)KHO 3aliTU B MEHIO
«dunarpammbl» 1 BbI6paTb NYHKT «CNMCOK Anarpammy.

i MoHutopuHr ¥ & Pecypcel ¥

¥  ObbekTbl MOHWUTOPMHIA
& [naeHas avarpamma
iE Cnucok anarpamm

+ [obaeute anarpammy

PucyHok 23 — MeHto «Qnarpammbl».
B cnucke anarpamm MOXKHO BbINOJIHUTL CiegyloLlne AencTeuma:

YOANUTb CYLLECTBYIOLWLYIO AMarpaMmmy — A1l 3TOTO HY)KHO HaKaTb 3HAYOK
KOP3WMHbI HAaNPOTMB COOTBETCTBYIOLLEN ANarpammsl;

cAaenatb AMarpammy OCHOBHOM — A/1A 3TOrO HY)KHO HaXKaTb Ha KHOMKY CO
3HAYKOM CTPE/IKM HanpoTUB BbIBPAHHOM AMarpaMmbl;

[06aBUTb HOBYIO AMarpammy — [J1A 3TOro HY)KHO HayKaTb KHOMKY «+ [lobaBuTb
anarpammy».

,ﬂ,”a rpammel + [obBaeute guarpammy

JNoxansHbiiA cepeep

Cepeep LIC

PucyHok 24 — UHTepdeinc ansa HaCTPOMKKU guarpamm.
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B cnyyae pobaBneHMAa HOBOW Auarpammbl NOSBUTCA AMANOrOBOE OKHO, B
KOTOPOM MOMHO BblbpaTb rpadmyeckunit damn u ykasatb Mma guarpammeol. Mocne aToro
HYXHO Ha*KaTb KHOMKY «COXpaHUTb».

AobasuTb Anarpammy

HazeaHue avarpammel Coxpanwib ‘

bpockTe Cofa U306pakKeHUA, MW HAXKMWTE UTO6EI
BhibpaTh.

PucyHok 25 — UnTepdelic gha pobasneHns guarpammei.

Mocne pobaBneHns NOANOKKM Ha AMArPaMMy HYXKHO HaHeCTU 06beKTbl. OHU
MOTYT BbITb CAEAYHOLNX TUMOB:

) 06BEKT MOHUTOPWUHTA;
. CCbl/IKa;
. anarpamma (rpadmk).

[ns ux 406aBNEHMA HY}KHO HaXKaTb CUHIOK KHOMKY B MPABOM HUMKHEM YAy (CM.

PVCYHOK HUKE).

+ O6bekT MOHWTOPUHTa

+ [JobasuTb cobinky

+ [JoGasurb avarpammy

g CeobogHoe mecTo Ha g

E 3arpy3ska npoueccopa

PucyHok 26 — UNHTepdeiic gns pobaBneHnsa o6beKTOB Ha NOAJIOMKKY.
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Mocne 3TOro OTKPOETCS CTPaHWLUa CO CNMCKOM obbekToB. [Ona aobasneHus
06BbEKTA HY}KHO OTMETUTb €ro U HaXKaTb KHOMKY «BblbpaTb» (CM PUCYHOK HUMKeE).

o o e Error

Local CA Server
20,12 12:26 DistributedApplicationConsolidatedGroup
CA Server CWI-CA

@ 20.1212:26 lablocal RAM kv
20.12 12:26 MonitorToObject
CWI-CA

© 201212:26 lablocal CPU v
20.1212:26 MonitorToObject
CWI-CA

@ 20.1212:26 lablocal Disk '
20,12 12:26 MonitorToObject
CWI-CA

© 201212226 lablocal 0O
CWI-CALAB.LOCAL

20,12 12:26 Microsoft Windows.OperatingSystem )
CWI-CA ' Bhibpath X OuucTuTh BEIAENEHWE

PucyHok 27 — UnTepdeiic ans sbibopa 1 obasneHna 06beKTOB MOHUTOPUHTA.

Mocne pobaBneHMa 0OBbEKTA €ro MOXKHO Mepemellatb Mo NoAsoXKKe. TakxKe
BO3MOXHO A00aBneHune CCbIJIKM Ha 00beKT. MNpu HaxkaTMM Ha OOBEKT CO CCbISIKOW
NpPou3onMAET nepexos Ha YKasaHHbIA B CCbIIKE KOMMOHEHT MWHTepdenca. O6beKTb

MOHUTOPUHTIA MOTYT 0T06pa)KaTbCFI B BMnAe 3Ha4yka naun obnactu.

E CeoboaHOe MeCTo Ha AucKe
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PucyHok 28 — lMNepemelleHne 06beKTOB MOHUTOPUHIA MO NOANO0XKKe

5.6 Hactpoika ¢yHKumn «Ceptudunkatsl c LIC»

Cuctema UYTU nossonser mmnopTupoBatb ceptuduKatbl ¢ LIC pasanyHbIx
npoussoguTenen ana AanbHelwe o6paboTKM U MOHUTOPUHTa.

MoakntoueHume cuctemsbl LLYITU B ceTeBo KoHduUrypaumm K LLC 1 HacTpolika umnopTa
ceptuodmkatos LLC BbINONHAETCA CNeunanmcTamm opraHnsaunmm paspaboTtumka.

5.7 Hactpomnka «CepTudurKaTbl C CEPBEPOBY»

Cuctema LYITM nossonser MMMNopTUPOBaTb CEPTUPUKATbl M3 NOKASIbHOrO
XpaHuaua cepTuduKkaTos cepsepa(os) ana aanvHelwen 06paboTKU U MOHUTOPUHTA.

Mo ymonyaHuio, B OAHOCEPBEPHOM KOHoUrypauum cuctema UYIN npwu
YCTaHOBKE aBTOMAaTMYECKM Pa30BO 3arpykaeT cepTuduKaTbl C cepBepa, Ha KOTOpPbI
yCTaHaB/MBAETCA CUCTEMA.

Ana uteHuna cepTMdMKaTOB APYrMX CEPBEPOB HEOHXOAMMO B NEPBYIO oYepesb
HacTpouTb cuctemy LYIM ana paboTbl B ceTeBOW KoHouUrypauum (pasgen 5.1) wu
NoAKNIOUYUTL cUCTeMy K gomeHy Active Directory (pasaen 5.2). NocneaHee Heobxoanumo
418 TOro, YTOObI CKPUMNTbLI UMNOPTA CEPTUDUKATOB, Pa3BEPHYTbIE HA APYrMX KOMMbIOTEPAX
B CETU, MOr/IN 6e30MacHO MOAKNOUYMTBECA K KOMMOHEHTY Npuema AaHHbIX MOHUTOPUHIA
cuctemsl LUYTW.

Ona ocywecteneHMa mMmnopta cepTMOMKATOB MCNOb3YIOTCA Ceaytowme
dalinsbi:

° C:\Scripts\itc.read.computer.certs.psl — cueHapuit noay4YeHUsa AaHHbIX;

° C:\Scripts\itc.send.computer.certs.psl — cueHapuii nepegaym AaHHbIX Ha
cepsep LLYTU;

° C:\Scripts\New-SchTask.ps1 — cueHapunit HaCTPONKKN perynapHoOro 3agaHuns B
MnaHuposwmKe 3aaaHnin Windows.

Ona  perynapHoro wumnopTa cepTUPUKATOB C cepsBepa Heobxoammo
CKOMUPOBaTb nepevncaeHHble Bblilwe daiabl B nanky C:\Scripts Ha cepsep, cepTuduKaThbl
KOTOPOro HY»KHO MMMNOPTUPOBaATb, € cepaepa LLYTU (palinbl KonnpyroTca aBTOMaTUUYECKU Ha
cepsep LUYTU npu yctaHoBKe).
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[anee Ha ueneBom cepBepe, CepTUDUKATbI KOTOPOro, HE0H6XOAUMO BbINOHUTL
C NpaBaMn NOKa/IbHOrO agMUHUCTPaTopa KomaHay Powershell gna peructpaymm ckpmnTa
MOHWTOPUHTA B NAaHUPOBLMKe 3ada4 Windows:

C:\scripts\New-SchTask.ps1 -ScriptPath 'C:\scripts\itc.send.computer.certs.ps1
-DefaultDomain "mshome.net" -ITCServer "WIN-E10IKMKNEIA.mshome.net"' -TaskName
"ITC certs import task" -RepetitionPeriodMinutes 1440 -User itcintegration@domain

roe

° 3HayeHuMe napametpa User 3To Ha3BaHWE AOMEHHOM TEXHUUYECKOW y4YeTHOM
3anucu itcintegration, BKkAtoYatoLee Ha3BaHWE JOMEHA

° 3HayeHue napameTpa DefaultDomain sTo Ha3BaHMe gomeHa
° 3Ha4yeHue napametpa ITCServer aTo NnonHoe ceTeBoe uma cepsepa LLYTU

° 3HayeHMe napameTpa RepetitionPeriodMinutes 3To u4acToTa noBsTOpa
MMNopTa cepTUPMKATOB B MUHYTaX

CKpMNT 3anpocuT Mapo/sb y4eTHOM 3amnucu, rnocse 4yero Ha cepsepe byaet
CO034aHO 33ajaHue, pa3s B 24 yaca uuTalouwee cepTuduKaTbl cepBepa M3 XpPaHWIMLIA

“InyHoe” n otnpasnsollee cepTnudukatbl B cuctemy LIYTA.

CepTuduKaTbl C CEPBEPOB

Beera 7
O itc-SERVERD1-CA pasmewen & LocalMachineiymy m] Mowck ©
Aomes  itcdemo or 041220 16:18
o/H 5C000000060F6A6566ADBCACBE000000000006 no 041221 16:18 BeequTe TEKCT..,

YcranosneH Ha SERVERO1itc.demo
Cepeep
O TC_Deima pasmeiieH s LocalMachineymy

? ) BeeguTe HAZBAHWME CEPEEPA...
somed  itcdemo or 02.12.20 20:40

=i} 1001 no 03,1221 20:40

[ara ewigaum
Ycranoenet Ha SERVERO1itc.demo

Hayano o
=]
Ot [TC_Demo pazmeiieH & LocalMachineymy 0 =
gomen  itcdemo ot 02.12.20 1847 orenuane | =] ‘
] 1000 no 03.12.21 1847
Ycranosnes Ha SERVERQ1.itc.demo [lata oKOHuaHWA
O itc-SERVERDT-CA paamemes B LocalMachineymy 5 nemne | ‘
aomes  itcdemo o1 29.11.20 1&:11 OKOHYEHAE |7‘
cn 5C00000004 DCA2C2EF43EC41FCO000000000:04 no 29.11.21 18:11 =

wabnor DomainController ‘

¥Ycranosaed Ha SERVEROLitc.demo DuncTuts QuALTpsl X

Or itc-SERVERDT-CA pasmeumen & LocalMachineymy

aomen  itcdemo o729.11.20 16:00
eH AF3C6DFC3F2079BT48EETS266BE2008A no 29.11.25 1610
¥cranosaed Ha SERVERO1.itc.demo

Or WMSvc-SHA2-SERVERDT pasmeuieH s LocalMachine\my ul

PucyHok 29 — CepTuduKaTbl C cepsepos
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57.1 OnoBeleHns 06 uctekarowmx ceptTuduKaTax c CeEpBepos

MoakntoyeHume cuctembl LLYITU B ceTeBOM KOHOUIypaLMmn K NOYTOBOMY CEPBEpY,
HACTPOMKa YacToTbl POPMMPOBAHMA OMOBELLEHUI, CNUCKA NOSIyYaTENEN U KpUTEPUEB
oTH60pa cepTUPUKATOB, MO KOTOPbIM A0KHbI GOPMMPOBATLCA ONOBELLEHNS 06
NCTEYEHMN CPOKa AENCTBUA, BbIMONHAETCA CNeLnanmcTaMmm opraHnsaLmm
pa3paboTumKa.

5.8 HacTtpoiKa «LLabnoHbI»
Cuctema UYIM nosBonseTr wMMNOpPTMPOBATb LWAGMAOHbI  CepTUPUKATOB,
onybaukoBaHHble B UC, ana ganbHenwen o06paboTkM U MOHUTOPUHTA.

MoakntoyeHme cuctembl LLYTU B ceTeBo KoHduUrypaumm K LLC 1 HacTpolika umnopTa
wabnoHoB cepTudukatos LIC BbiNoNHAETCA cneuManncTamMm opraHnsaumm
pa3paboTumKa.

5.9 HacTtpoika ¢yHKumn «CBoaHas Tabamua»

CBoaHaA Tabnuua npeaHasHayeHa AnA HarnA4HOW AEMOHCTPaLuKM CTaTycoB
MOHMUTOPMHIa HECKO/IbKMNX cepBepos 1 LIC Ha oaHol Beb cTpaHuLe.

Ona pobaBneHuns cratyca MOHUTOpPMHra Ob6beKkTa Ha CBOAHYH Tabauuy,
OaHHbIN 06BbEKT HY)HO BblbpaTh B chnvcke «O6bEKTbl MOHUTOPUHTa» W Ha)KaTb

«+[J06aB1Tb B CBOAHYIO TabmLy».

O6beKTbl MOHUTOPWHIa

cero @

Kn»

Copmpoeats ~ | =

@ 20.1212:36 lab.Jocal CRL status v
20112 12:36 MonitorToObject Nowck...
CA Server CWI-CA

AKTUBHOCTb
@ 20.1212:36 lablocal CA Service O Bce - ‘
20,12 12:36 MonitorToObject /
CA Server CWI-CA OGCHY}KHBE]HME
© 2012 12:36 lablocal Backup status O | B pabote - |
Backup CA status
2012 12:36 MonitorToObject Cocroatne

CA Server CWI-CA |
*® OuncTTb BolAeneHue + [obaeuts B cBOAHYO TabauLy

PucyHok 30 — [obaBneHne o6beKTa Ha cBOAHYIO Tabanuy.

[anee nosBATCA OKHO yKa3aTb UMA TabuLbl (eciv co3aaeTcs BnepBble) CTPOK
n ctonbuos gns gobasneHnn B Tabanuy (CTPOKM MOKHO YKasbiBaTb HOBble UK BbIBUpaTb
M3 CO34aHHbIX paHee).
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[No6aBunTk B cBOAHYIO Tabavuy EH X

ObbekT: CRL status
Tabnuua

MoK

HazeaHue CTROKK

Cepeep UC

Haseanwe ctonbua

| Craryc COC x

Jobaeutk

[ OtmeHa

PucyHok 31 — YKasaHue cTpoKku 1 ctonbua B cBoaHOMN Tabauue
Ana nobasnsemoro obbekTa.

5.10HactpomnKka pyHKuumM « MOK pe3epBHOE KONMMPOBAHMNE»

Cuctema LUYTU moxeT oCyLlLecTBAATb peryndapHoe pesepBHOE KonMpoBaHue
HacTpoek UC.

MoakntouyeHume cuctemsl LLYTU B ceTeBo KoHdurypaumm K LLC 1 HacTpolika 3agaHui
perynapHoro pesepBHoro konmposaHuma LLC BbinoaHAETCA cneunanncramm
opraHusaumnmn paspaboTumka.

5.11HacTpoitka PpyHKLUMM «3anpocbl» cepTUPUKaTOB

Cuctema LYTU B ceTeBOM KOHUrypaumm npu ycnosum nogkatodeHmsa K LIC
nogaep:kunsaet PyHKUMOHAN GOPMUMPOBaHMUA 3anpoca M Bblgaun cepTudukara c LC.

MoakntoyeHme cuctembl LLYTU B ceTeBoi KoHduUrypaumm K LLC 1 BbinonHAeTcA
cneumanmMcTaMmm opraHmsaummn paspaboTumnka.
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5.12lNpepoctaBneHune 4ocTyna

Joctyn nonb3oBaTesnen K GyHKUMAM U onepaumam B LYTU onpepensetca
NPWHaAEXKHOCTbIO NO/Ib30BaTENA K O4HOW UM HECKO/IbKMM Ponsam. B 6a3oBoli noctaBke
LY copepXnt Ponm TONBKO MO YMONYAHWUIO, KOTOpPble NpeanonaratoT caeaytowyo

Mmogenb GYHKUMOHUPOBAHUA:

° Onepatop — CoOTpygHUK cnykbbl nogaepkkn WUT, KoTopbi HasHauveH
BbINOJIHATL MNpoueaypPbl MOHUTOPWUHra coctoaHua WUT cuctem. OnepaTop
HenpepbIBHO BbIMOJIHAET onepaLuMmM MOHUTOPUHTIA C UCNob3oBaHMeM LIYTU,
y4yacTByeT B pelleHMM 3343y B 4YacTu NpefoCcTaBAeHUs U UHTepnpeTauuu
AaHHbIX MOHWUTOPWHra, COCTaB/NIEHMU OTYETOB MO AaHHbIM MOHWTOPUHTA.
BbIMONHAET TMNOBbIE OMEepaLMn NO HACTPOIKe KOHOUIYPALMOHHbIX eAUHWL,
KOoTopble onpeseneHbl B pelueHnsax 3a4au.

o AamuHuctpatop — COTPYAHUK cnyXbbl UT, ocywecTBAsOWMIA HaCTPOMKY
paboTbl noptana UYIMN u umelowmii npaBa Ha ynpaBiaeHWe rpynnamm u
YYETHBIMM 3aNMUCAMM NONb30BATENEN B CNyXKOe KaTanoros.

PoneBoit mogenn cooTBETCTBYIHOT ciaeaylolme rpynnbl AOCTyna, KoTopble
CO3/4atl0TCA B NpoLecce ycTaHoBKKU LIYTU:

° AgmuHuctpatop - ITC_Administrators;
° OnepaTtop - ITC_Users.

dyHKUMOHanbHOCTL NopTana LY npeaycmatpmBaeTt co3gaHue HoBbIx Poneli
M HasHayeHMe MM MpaB AOCTyNa K PyHKUMAM nopTana, a TaKKe uameHeHue Ponen,
CO34aHHbIX MO YMONYAHUIO.

MNpepocTtaBneHne poctyna K LYIM ocywectsnaetca nytem pobasneHus
YYETHOM 3aNuMcK NONb30BaTENsA B COOTBETCTBYIOLLYIO rpynny.

CtpaHuua | 37



CLEARWAY
INTEGRATION

6 ABapuUUHblIe CUTYaLUU
ABapuiHble CUTyauuM MpPWU 3SKCNAyaTauuM CUCTEMbI MOTYT BO3HWMKATb B
cneayowmx cayyanx:
o BbIXO4a M3 CTPOA KOMMNOHEHTOB nopTtana LUYIu;

° BbIXOZa U3 CTPOA CMEXKHbIX CUCTEM, OT KOTOPbIX 3aBUCUT PaboTOCNOCOHOHOCTb
noptana LYTA.

PaboTtocnocobHocTb LIYTU 3aBUCUT OT cneaytolimx CUCTEM:
° Cny:xba KaTanora Active Directory;
° NHbopmaLMOHHanA ceTb opraHM3aumnm 3aKasunKa;

B cnyyae HepaboTocnocobHocTh nopTana LYY no npuumHe Bbixoaa U3 cTpos
CMEXKHON CUCTEMbBI aAMMHUCTPATOP OMOBELLAET OTBETCTBEHHbIX 32 COOTBETCTBYHOLLYHO
cucTemy B MNOpPAAKE, YCTAaHOBJ/IEHHOM periaMeHTamm opraHusaumm 3akasymKa.

B cnyyae HepaboTocnocobHocTn HenocpeacTtseHHo LYIM agmuHucTpaTop
npegnpMHUMaeT 4encTBmaA No 6bICTPOMY BOCCTaHOBNEHUIO paboTocnocobHocTu CucTembl
B COOTBETCTBMM C €ro KBanndukaumen n onbITom paboTbl.

[ns pelweHna BONPOCOB CBA3AHHbIX C YCTPaHEHMEM aBapPUIMHbIX CUTYyaLMn Uan
akcnayaTtaumen LY agMUHMUCTPaATOp MOXKET 06paTUTbCA B CYXKOY NOALEPKKM
pa3paboTumKa No agpecy 3/eKTPOHHOM NoYTbl support@clearwayintegration.com.
Pexkum paboTbl cny:x6bl noaaepKku: ¢ 9:00 ao 17:00 no pabounm gHam.

6.1 Pe3epsHoe KonunposaHue LYIU

Ons opraHusaummn pesepBHOro konuvposaHus LIYTU, HeobxoamMmo perynspHo
CO034aBaTb pe3epBHble KOMUK cneaytoWwmx KOMNOHEHTOB:

° daiinbl KoHoUrypaummn LUYTU — dalinbl, pacnonoskeHHble (Mo ymonyaHuio) B
nanke C:\inetpub\App\itc;

° dalinbl MOHUTOPUHIA M MMNOPTa AaHHbIX — dalinbl, PacrnosioXKeHHble (no
ymonuaHuio) B nanke C:\Scripts;

° 6a3a aaHHbIX LYW — 6a3a gaHHbIX LIYTU.

TaK ’Ke BO3MOXHO OCYLLEeCTB/IATbL pe3epBHOE KOMUPOBaHWE LENMKOM
BUPTYa/IbHOM MalUUHbI, HA KOTOPO Pa3BepHYTbl KOMMNOHEeHTbI LLYTU.

6.2 BocctaHoBneHue cuctembl U3 pesepBHoOM Konuu LLYTU

B cnyyae BbIxoga OAHO WAW  HECKONbKMX KOmMMoHeHToB LUYIU oHKu
BOCCTAHAB/IMBAOTCA U3 PE3EPBHOMN KOMUW.
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®alinbl KoHOUrypaumm, MOHUTOPUHIA U MMNOPTA AaHHbIX BOCCTaHABAMBAKOTCA
MeTOA0M MX 3aMeHbl Ha dainbl U3 pe3epBHOM Konuu.

Bba3a JaHHbIX BOCCTaHaB/IMBAETCA U3 PE3ePBHOMN KONUK WITaTHbIMK CpeACTBaMM
CybA.

B cnyvae ecnun BoccTaHOBAEHME OAHOMO UMW HECKONbKMX KoMMoHeHToB LYTU
He NPUBENO K OXXNAAEMOMY pe3ybTaTy, pekoMeHayeTcs yctaHoBuTb LYW 3aHoBO, Aanee
3aMeHUTb ¢ainbl KOHPUIypauun, MOHUTOPWUHIA M MMMNOPTA AaHHbIX dannamm U3
pe3epBHOI Konuu, a 6asy AaHHbIX CO34aHHYO NMPM HOBOWM YCTAaHOBKE 3aMeHUTb Ha B/ us
pe3epBHOM KOMKUK.

B cnyyae, Koraa pes3epBHOE KONMPOBaHME OCYLLECTBAAETCA METOLOM CO34aHMA
Konuu BM LYTU, To cuctema BOCCTaHABAMBAETCA LLE/IMKOM KaK BUPTyasbHaA MaLllMHa.
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