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1 BBegeHue
1.1 HanmeHoBaHMe NporpamMmHOro nsgenus
HanmeHoBaHue — LLYTU: Cuctema MOHUTOPUHIa MHPPACTPYKTYPbl OTKPbITbIX
KNtOYen.
Wndp nporpammuoro nsgenma — «LYTU».
O603HayeHne nporpammHoro msgenma — 69639709.CN0411.001.
1.2 MepeyeHb COKpALEHUN N TEPMUHOB

UYIMN — cokpalléHHoe HanmeHoBaHWe U WNdp pa3paboTKM NporpammHoOro
nsgenna «Cuctema UEHTPAZNM30BAaHHOIO aHaaAu3a W yNpaBieHUA reTeporeHHbIMU
MHOPACTPYKTYPaMMU C MOAYNEM MOHUTOPUHIA MHPACTPYKTYPbI OTKPbITbIX KAKOYEn».

ITC Portal — aHrnossblYyHOE HaAMMEHOBAHME MPOrPaMMHOro u3aenus
«Cncrema L,eHTPaIN30BaHHOIO aHanusa " ynpasneHus reTeporeHHbIMMU
MHOPACTPYKTYPaMMU C MOAYNEM MOHUTOPUHIA MHPACTPYKTYPbI OTKPbITbIX KAKOYEn».

NMOK — WHbpacTpykTypa oTKpbITbIX Katodeit (MOK, aHrn. PKI — Public Key
Infrastructure) — Habop cpeactB (TEXHMYECKUX, MaTepuasbHbIX, NOACKUX U T. A4.),
pacnpeaenéHHbIX CyKO U KOMNOHEHTOB, B COBOKYMHOCTU MCMOb3YeMbIX A5 MOALEPHKKM
3aZa4y Kpuntorpadmyeckon 3awmnTbl MHPOPMALMM Ha OCHOBE 3aKPbLITOFO U OTKPbLITOro

KNtOYen.
BM — BwupTyanbHaa mawwuHa.
HAKXM/L — Hakonutenb Ha XXeCTKMUX MarHUTHbIX AUCKAX.
o3y — OnepaTUBHOE 3aMOMUHAOLLEE YCTPOMNCTBO.
no — [porpammHoe obecneyeHue.
Cyb4 — Cuctema ynpasneHus 6asamu AaHHbIX.
uny — LeHTpanbHOe npoueccopHoe YCTPOMCTBO, MPOLECccCop cepBepa.
uc — LUeHTp cepTuduKkaumm.
sQL — Structured Query Language — £3blKk NPOrpaMMMUpPOBAHUA,

NpPUMeHAEMbIA ONA CO34aHUA, MOANDUKALMM U YNPABNEHUA AAHHbIMU B PENALNOHHOWN
6a3e AaHHbIX, NOA yNpaB/ieHMeM COOTBETCTBYOLLElN cuctemsl (CYBA).
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2 Obuwme nonoxeHms

2.1 Ha3HayeHue AOKYyMeHTa

PykoBoacTBo npefHasHavyeHO ANA AU, OCYLLEeCTBAAKWMUX WUCMNONb30BaHUE
nporpammHoro obecnedyeHus cucremol YT B UT nHdpacTpyKType cBOE opraHusaumnu.

PyKoBOACTBO COAEPKUT ONUCAHWE AEUACTBUA M OCHOBHbLIX OMepauuin npu
ncnonb3oBaHUM cuctemsl LYTU.

PykoBoA,CcTBO He 3amMeHAeT y4ebHy0, CMPaBOYHYHO IUTEPATYPY, AOKYMEHTALUMIO
npousBoAMTENA ONEPaLMOHHOM CUCTEMbI M MNPOYME UCTOYHUMKM  MHPOpPMaLUWK,
onucblBatowme paboTy onepaLMOHHON CUCTEMOM, CUCTEMbI yNpaBaeHUA 62301 AaHHbIX, UX
rpadumyeckmx nHTepdeiicos.

2.2 CornaweHuna n obosHayeHuA

e
Ob6bIYHbIN OCHOBHOM TEKCT MHCTPYKLMUM
Mony>KMpHbIN MpumeHaeTca ansa HanucaHua HaUMeHOBaHWUM

3aro/I0BKOB OKOH M BKNAAOK B HWUX, MMEH KOMaHA,
Ha3BaHMWN MoAyNen W MNPOrpaMMHbIX KOMMOHEHTOB,
KHOMOK W ApYyrMx YMApaBAAOLWMX 3/1€EMEHTOB OKOH
(nepekntoyatenel, CENEKTOPHbIX KHOMOK), a TaKKe
HaMMeHOBaHWI Nosien BBOAA, PAaCKPbIBAOLLMXCA CMMCKOB
N opyrux MHPOPMaLMOHHbIX 31eMEHTOB MHTepdeica.

MoNy»KUpPHbI Kypcus MpumeHsaeTcA ANA HaMUMCaHMA HAMMEHOBAHWI Marok,
$aliioB Pas3IMYHOro TMNA U NyTel A0CTyna K HAM.

CnoBocOYeTaHME «LIEMHOK MbIlbIO» NPUMEHAeTCA Ana  0603HauYeHuA
O4HOKPATHOrO, @ K ABOWHOM LWEeNYoK» — BbICTPOro ABYKPATHOMO HaXKaTWA Ha JIEBYHO KHOMKY
MaHMNYAATOPA TUMA KMbILUb».

CnoBoco4yeTaHMe «HaKaTb KHOMKY (MM Ha)KaTb Ha KHOMKYy)» O3HavaerT:
«HaBECTM YKa3aTe/lb MbILWKN Ha KHOMKY, M BbINOJIHUTb LLEMYOK MbILbIO».
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3 Ha3sHauyeHne n ycnosma npumeHeHus

UYITM c moaynem MOHUTOPUHIA WHPPACTPYKTYPbl OTKPbLITbIX Katouel
obecneymBaeT BOSMOMKHOCTb CBOEBPEMEHHOIO PearMpoBaHMA Ha OTKasbl KOMMOHEHTOB
MOK, uTo nos3BosAeT yBeAnYUTb AOCTYMHOCTb CepBMCa W COKPaATUTb 3aTpatbl Ha ero
noaneprKKy.

MporpammHoe usgenve LYIN c moaynem MOHUTOPUHIa MHGPACTPYKTYpbI
OTKPbITbIX KNtOYel NpeaHa3Ha4YeHo A1A PeLIeHNA CeAyoLWnX 3a4au:

° MOHUTOPUHra coctoaHmnAa KomnoHeHToB MOK B reteporeHHbix UT
MHPPACTPYKTypax;
° aBTOMATM3aLUMN M LEHTPANAN3AUMM YNPaBAEHMA cepTUPMKATaMM B PA3ANYHBIX

ueHTpax ceptnomnkaumm (LC), Bxogawmx B UOK;

° CHUXKEeHUA Harpyskun Ha agmmnHunctpaTopos MOK 3a cuet peannsaumm
CaMoobC/yKMBaHUA NONb30BaTENEN.

3.1 OCHOBHble BO3MOHOCTH

. MpepcTraBneHme cBOAHON MHGOPMALMM NO BCEM KOMMNOHEHTAM Ha e4MHOM
3KpaHe UK B BUAE MHOFOYPOBHEBOW CTPYKTYPbI.

. Hactpansaemoe rpapumyeckoe oTobparkeHne COCTOAHUA U CHETYUKOB
npounssoguTenbHocTh cepsepos MOK B BUAE gmarpamm m CTaTycoB.

. YBegOMIEHUA NPU HACTYMIEHUM KPUTUYECKOTO CODbITUA.

° Mounck gaHHbIX 0 cepTUdMKaTax U3 pasnmuHbix LC.

. NHAnBUAYaNbHblE HACTPOMKM OMNOBELLEHNI 06 NcTeKatoWwmxX cepTUdMKaTaXx.

. MHTerpauma c pasHoobpasHbIMU CpeacTBaMU yrpaBaeHns cepTudmKaTamu,
KomnoHeHTamn NOK 1 cmeXkHbIMU cUcTeEMamMu.

. BO3MOXKHOCTb MOHUTOPUHIA MHPACTPYKTYpbl MOK Ha 6ase anropnutmos
wndpposarHua NOCT.

. MpepcraBneHne, otobpakeHne cBoAHOM MHPOPMALMM NO BCEM
KOMMOHEHTaM Ha eaMHOM 3KpaHe.

. MOHUTOPUHT n3meHeHuA WabnoHoB cepTUPMKATOB U COCTaBA
onyb/IMKOBaHHbIX Wab/0HOB.

o MOHUTOPUHT 1 BbINOAHEHME pe3epBHOI Konuu LIC.

. BO3MOKHOCTb HAaCTPOWMKM Pa3IMYHOIO TMNA OMOBELLEHUIA YepPE3 CUCTEMY
3/IEKTPOHHOM MOYTbI.

. B03MOKHOCTb 3anpoca cepTUdMKaTOB.

° AJanTuBHbIA MHTEpPdENC ANA NCNONb30BAHMA HA PA3/IMYHbIX YCTPOICTBAX.

CtpaHuua | 5
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4 OnucaHune nHtepdenca

B aTom pasgene onucaHbl OCHOBHble pa3aesnbl uHTepdeica LLYTU, a Takxke

cooTBeTCTBYOWAA UM PYHKLMOHANIBHOCTb.

4.1 Aoctyn kK UYTU

Hdoctyn K UYIMN ocywectenseTcs ¢ nomollblo Beb-bpaysepa. Ana goctyna K
LUYTU TpebyeTca yyeTHasa 3anuncb, MUMetowas npasa AoCcTyna K Beb-canTty.

B agpecHoi cTpoke 6paysepa Heobxoaumo BBeCcTU uma cepsepa LYIU (no
YMOJ/IYaHUIO COOTBETCTBYET AOMEHHOMY MUMEHW cepBepa), Mpu NosABIEHUN OKHA 3anpoca
YYETHbIX AaHHbIX YKa3aTb MMA NoAb30BaTens M naposb. Mpumep OKHa 3anpoca napons

npeacTaB/ieH Ha PUCYHKe.

BezonacHocrs Windows X

iexplore.exe

BbinonHgaetca noakntoueHune kK Server0O1.itc.demo.

@llf : |

| Maponb |

[omeH: ITC

D 3anoMHWTL Y4YeTHble JaHHble

BonbLue BapuaHTOB

OK OtmeHa

PucyHOK 1 — 3anpoc y4eTHbIX AaHHbIX gnda goctyna K UYTU.

MNMpumeyaHune — OKHO BBOAA MMEHM MOJIb30BATENA U MAPOS MOXKET OT/INYATLCA B
33aBMCUMOCTM OT BblOpaHHOro 6paysepa.

B cnyyae goctyna K cucteme HenocpeacTBeHHO ¢ cepsepa LYW, ¢ goctaTouHbiMK ona
paboTbl B LLYTV npaBamu, BBOA MMEHM M NAPO/IA NO/Ib30BATENA MOMKET HE 3anpaLllmnBaThCa.

Mocne ycnewHoro BBOAA YYETHbIX AaHHbIX W aBTopu3aumm B bOpaysepe
OTKpoeTcA HayanbHaa cTpaHuua LUYTU. Mpumep rnaBHOM CTpaHWUbI NpeacTaBAeH Ha
PUCYHKE HUXKe.

4.2 [naBHaA cTpaHuuUa

Buna rnasHom CTpaHUUbl U OCHOBHOIO MEHIO MOXKET OT/INYATbCA B 3aBUCUMMOCTHU
ot Ponan, K KOTOpOﬁ NPUHaAONEXUT NOJSIb30BaTE/1b.

Mpu obpaweHun K cepBepy noptana LUYIM no ymonyaHuio OTKpbIBaeTCA

rnaBHaA CTpaHuuUa.

CtpaHuua | 6
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Nepexon Ha
FAABMYIO CTRAMILY Ochoproe Mermo

b 4

LIYTI

PucyHoK 2 — naBHaA cTpaHuua nHTepdenca.

B BepXHEeWN YacTU rNaBHOM CTPAHWULbl COAEPKUTCA CTPOKA OCHOBHOINO MEHIO,
cooTBeTCcTBYylOLWAn pasaenam noptana LLYIWU. Ha rnaBHol cTpaHuULe Takke oTobpakarTcs
KHOMKK a5 6bICTporo nepexoda K anemeHtam noptana LLYTW.

MpumeyaHune — GyHKLMOHANbHOCTb 3anpochkl ABASETCA ONUMOHANbHOM. JaHHan

bYHKUMOHANbHOCTb aKTUBMPYETCA U HAaCTpaMBaeTCA B COOTBETCTBUM € TpeboBaHUAMM
KOHKpEeTHOro 3akasyuKa.

MepeiTn Ha FNaBHYIO CTPAHMULY MOXKHO 13 lo6oro pasgena noprtana, Haxas Ha

CCbINIKY C M306paKeHnem foroTmna -

4.3 Ceptudukarnbl

43.1 Ceptndukatbi ¢ LIC

Mpw HaXKaTuKM Ha NYHKT meHto «CepTndnKatol» 1 Bbibope «CepTudmKkaTtbl ¢ LIC»
M3 BbINAfAOLLErO CIMCKA OTKPbIBAETCA NepeyvyeHb CePTUPUKATOB, KOTOPbIN COAEPKMUT BCE
ceptudukatbl Bcex LIC, noakntoUéHHbIX K LLYTW.

Ha ctpaHuue umetoTcs GYHKUMM MOMCKA M COPTUPOBKMU. TaKKe BO3MOXKHA
dunbTpaLMA No cneayoWmMm NnapameTpam:

. AOMeHam;

. LeHTpam ceptTudmrKaumm;
) wabnoHam;

. cTaTycy 3anpoca;

CtpaHuua | 7
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aaTe.

CylLecTByeT BO3MOMHOCTb yaaneHUa cepTUdMKATOB, Kak MO OAHOMY, TaK U

NaKeTom.

ilitc.demo/ O ~ @ &

2y

Ceptudpukarsl ¢ LIC

Bcero &
i n i

® #7 Users Administrator

sanpoc  ITC\administrator

cepeep itc.demo\ServerQl.itc.demo
cfH 5c000000075507ed05bab74b4c000000000007

wabnoH  User

® # 6

sanpoc  ITC\SERVER01S

cepeep itc.demo\ServerQl.itc.demo

cfH 5c000000060f6a6566adbcalbs000000000006
watnoH  [poBepka NOANWHHOCTM KOHTPO/IEPE AOMEHA

@ #5 TestServer

ITC\itc
itc.demo\Server01.itc.demo

3anpoc
cepeep
cfH 5c00000005d3d8dd976059fbaal00000000005
watnoH  WebServer

@ #4 Saver0litcdemo

zanpoc  ITC\SERVERO1$

cepeep  itc.demo\ServerOi.itc.demo

cfH 5c00000004dca2c2efd3ecd 1fc000000000004
wadnod  DomainController

® #3 Users Administrator

Jeicrayrowmia O

o1 04.12.20 13:50
no 04.12.21 13:50

[Jedicreyoumin O

o7 04.12.20 13:18
no 04.12.21 13:18

ledcrayrowma O

o1 29.11.20 16:30
no 29.11.22 16:30

Jedcreyowmin O

o1 29.11.20 15:11
no 29.11.21 15:11

Orozean O

_A

Bce ceptudukatsl -

|Copmpo&arb v | =

Mowck e
BBeauTe TEKCT...

LWabnoH
Mouck wabtnoHos

Cratyc
Janpoc
JedcTeyowni
Owwubka
OtozeaH

[ata ebigaun

Hauvano g

OKOH4YaHWe

‘
»
<

[ata oKoH4YaHWa

PucyHok 3 — CtpaHuua nHtepodeica «Ceptudumratbl ¢ LIC».

Mpy NOMCKe MOXHO MCNOb30BaTb CUMBOJIbI NOACTAHOBKM. 3Hak «_» O3Ha4aeT

noboit cmumBon, 3HaK «%» o3HavyaeT Ntoboe KoAMYecTBo CUMBOJIOB.

Mpn Ha)aTMM Ha KHoMKy «[loKasaTb WcTeKatowme»

BblIBOAUTCA CMNUCOK

CcepTUOMKATOB, CPOK AEWUCTBMA KOTOPbIX 3aBepluaeTcA. MMapameTpbl CPOKa WUCTEYeHUs

Aenctens cepTMdMKaTOB HACTPaMBaOTCA agMUHUCTPATOPOM B daliie KOHPUrypauum.

4.3.2

CepTtndukatol c Cepsepos

Mpu Ha)kaTUK Ha NyHKT meHo «CepTuduKatbl» U Bblbope «CepTUdUKaTbI C

CepBepoB» M3 BbINALAMOWErNO CMUCKAa OTKPbIBAETCA MepeyeHb CepTUPMKATOB, KOTOPbIN

CtpaHuua | 8
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COAEPKUT  BCe

cepTudUKaThl,

YCTaHOB/1IEHHDbIE

B XpaHWAMLWA

cepTndmKaTos

Ha

onpawmnsaembix LIYTU cepsepax (CNUCOK cepBepoB HacTpamBaeTcad agMWHUCTPATOPOM
paboumnx ckpunTtos LLYTN)

dUNbTPaLMA NO cneayoWmMm NapameTpam:

NaKeTom.

https://serverl] itc.demo/pkifce © ~ @ ¢

Ha ctpaHuue umetoTcs PYHKUMM MOMCKA M COPTUPOBKU. TaKKe BO3MONKHA

Ha3BaHMWe cepBepa;
AaTa Bblaauu;

AaTa OKOHYaHUA.

CylLecTByeT BO3MOMHOCTb yaaneHUA cepTUdMKATOB, Kak MO OAHOMY, TaK U

2 uyvrm

_A

4.3.3

CepTudwrKaTel C CepBepoB

Beero 7
: *

O itc-SERVERO1-CA pasmeuten B LocalMachine\my

aomeH  itc.demo
o/H
5C000000060F6AB566ADBCADBS000000000006

¥craHoened Ha SERVERDLitc.demo

Ot ITC_Demo pazmelwed e LocalMachine\my

aomed  itc.demo
o1 1001

YcraHoened Ha SERVERO1.itc.demo

Ot ITC_Demo pazmeluen B LocalMachine\my

aAomeH  itc.demo
o/H 1000
YcraHoened Ha SERVERO1.itc.demo

Ot itc-SERVERO1-CA pazmeueH & LocalMachine\my

aomeH  itc.demo

o/H
5C00000004DCA2C2EF43EC41FCO00000000004
wabnon DomainController

YcraHoeneH Ha SERVEROLitc.demo

o7 04.12.20 16:18
no 04,12.21 16:18

o7 02.12.20 20:40
no 03.12.21 20:40

o7 02.12.20 1847
no 03.12.21 1847

o7 29.11.20 18:11
no 29.11.21 18:11

|Copmc-osa'rb v | = |

Mowuck =)
BeeauTe TEKCT...

Cepeep
BeeanTe HasBaHWe cepeepa

[ara eeigaqdm

Hauano

[lata okoHYaHua

Ha4ano

OKOHUaHKE

Ounctnte uabTphl ¥ |

PucyHok 4— CtpaHunua nutepdeica «CeptuduKaTbl C CEPBEPOBY.

KapTouka cepTudmkaTa

B cnucke cepTUdPUKATOB Ha NOPTase MOHUTOPMHIA MOMKHO LWENKHYTb Ha

HasBaHue noboro ceptudukata. OTKpPoOeTca KapTouyka cepTUdMKata — CMUCOK BCeX

OCHOBHbIX €ro NapameTpPoB. B NpaBom BepxHeM yry NpUCyTCTBYET KHoMKa «CkadaTb». Mpu

ee Ha*KaTuu NPoUCXOAUT CKauymBaHMe cepTudmKaTta B dain.
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Ha pucyHKe HUXKe NpuBeaEH NpMmep KapTouku cepTudmKaTa.

e https://zerverditc.deme/pki/certificate/ca O @ & || & Mopran skennyarauum

CeeseHuna o ceptudukare & Cravars
Obwwe Oetann Bee ~
Komy Bhigan CN=TestServer Public key size 2048
Kem euigan CN=ite-SERVEROT- Serial number 5C0000000503D8DDS76059FBAACO0000000005
CA, DC=itc, !
DE=deific Signature sha256RSA
algorithm
HelicTentener ¢ 29.11.20
Pehicutbann ri 291122 Thumbprint E3F0723A50EBFAF9B1C34741667B30F3EE419C00
Version 3
n o DNS-uma=TestServer
yTb CEPTM¢WKELWEM BAononnutensHoe DNS-nma=TestServer.demo
[E5] CN=itc-SERVERO1-CA, DC=itc, DC=demo vMA cybnekra
B CN=TestServer @ focrynk [1)A0CTyN K CESASHUAM LIEHTPE CEpPTUDMKALLMK
uH$pOpMaLMK o Mertog aocryna=locraewmk uenTpa ceptudukaumm (1.3.6.1.5.5.7.48.2)
ueHTpax LononHuTeNEHOE MMA:
cepruduKayun URL=Idap:///CN=itc-SERVERD1-CA.CN=AIA CN=Public Key

Services,CN =5ervices, CN=Configuration,DC=itc, DC=demo?cACertificate?
base?objectClass=certificationAuthority (Idap:///CN=itc-SERVERQT-
CACN=AIA.CN=Public%20Key%

20Services, CN=5ervices,CN=Configuration,DC=itc DC=demo?cACertificate?
base?objectClass=certificationAuthority)

@ Wpentndukarop b9 a9 9b ea 3b 9f 1c 9c 47 48 b2 89 74 10 1a b6 bb 8¢ 77 cf
KAroua cybhekta

o W ¢ ", L] p kntoua=60 a5 84 €9 59 €9 ef 6 a2 74 53 08 5d b0 da ba a2
KAKOUa UeHTpa 39130
cepTuduKaToB
© Wma waénoxa WebServer
cepTudukata
Wcnonuzosanne Lndpoean noanuce, Lindposatne knouedi (a0)
woua
© Touku [1]Touka pacnpegenesus cnucka otasiza (CRL)
pacnpocTpasesua VMR TOuKM pacnpocTpaseHs: &
CAMCKOB OT2LIBa Monuoe vma:

PucyHok 5 — KapTouka ceptudukara.

4.4 LLIa6noHbI

B meHlo «lUabnoHbl» BbIBOAUTCA CNUCOK LWABGJAOHOB CO BCEX [AO0MEHOB,
NOoAKMOUYEHHBbIX K LYTU. Mo Kaxaomy WwabioHy BbIBOAUTCA CMUCOK €ro napameTpos.
CnncoK HacTpamBaeTca aAMMHUCTPATOPOM B daine KoHpurypaumum.

CyliecTByeT BO3MOXKHOCTb MOMCKA M COPTUPOBKM WabnoHoB. TakKe ecTb
BO3MOXHOCTb PUNbTpaLUMN cepTUPMKATOB NO AOMEHaM, a TakKe ¢uabTpauum Mo
OCHOBHbIM NapameTpam WaboHOoB.

B BepxHei CTpoKe Kaxaoro wabnoHa HaxoguTca ccbinka «CepTudukatoi». Mpu
eé Ha)aTuM nopTan nepexoaut Ha cTpaHuuy «CepTuduKaTtbl», rae BbIBOAATCA
cepTUdUKaTbl, CO34aHHbIe NO BbiIbpaHHOMY WABNOHY.

CtpaHuua | 10
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(€]

ZF httpsy//serverl itc.demofpi/template/list? O ~ @ & || & Mopran skcnnyaraumn

B= LWabnous!

LLlabnoHbl

Bcero 33

#48 Mpoeepka noannHHocTk paboyei cTaHuum
ACMEH itc.demo

noa. LIC Winclows Server 2003 Enterprise Edition
EKU [poEepka NOANMHHOCTA KNMEHTa

#45 Montzoeatens Exchange

nomeH itc.demo

noa LUC  Windows 2000 Server
napamerpsl  AllowKeyExport

EKU 3aMWMLEHHAR INEKTPOHHES NoUTa
#44 KopHegoli LueHTp cepTudukaumnm
AOMEH itcdemo

noa LUC  Windows 2000 Server
napamerps AllowKeyExport

#43 LIC Exchange

ACMEH itc.demo
noa. LC Winclows Server 2003 Enterprise Edition
EKU ApxMEALMA 33KPBITOrG KAKOUYA

#12  Iubposarue CEP

nomen itc.demo

noa. LIC Windows 2000 Server

EKU Arent 3anpoca cepruduikata
#41 MpoEepeHHEIA ceaHc

nomeH itc.demo

noa LUC  Windows 2000 Server

= o/0
AsficTeuTensH 1 years
autoenroll true

MuH. BT 2048

B 0/0

neficrevTenen 1 years
MutH, 6uT 2048

B o/0

nelicranTenen 5 years
Muk. GuT 2048

= o/0
AeicTeuTeneH 1 weeks
MuH. GuT 2048

B 0/0
peficTeuTenex 2 years
Mk, 61T 2048

& o0/0
peficteuTenex 1years
M. 61T 2048

CopmmpoBath ~ | x

Mowck (7]
Beegure TekcT..

JomeH
itc.demo
demo.local
MapameTpel
AutoenrolimentAllowed
CAManagerApproval
lMapameTpbl 28KPLITOTO KKOUa
None

AllowKeyExport

OuUCTUTE GUALTPEI X

PucyHok 6 — CTpaHuua uHtepdeiica «LLlabnoHbI».

4.4.1 KapTouka wabnoHa cepTudukatos

Mpn Ha)KaTuM Ha HasBaHMe WabsioHa B CNKUCKe Wab/oHOB cepTUPUKATOB
OTKPOETCA KapTo4Ka WaboHa — CMMCOK OCHOBHbIX NapameTpoB. B npaBom BepXHEM yray
CCbINIKa, NMPU HaXXaTUKN Ha KOTOPYIO MOXKHO NEPENTUN Ha CNUCOK CEPTUPUKATOB, BblAaHHbIX
no BbiI6paHHOMY LIA6/OHY.

Huke Ha pucyHKe NoKasaH NpUMMepP KapToykM WwabnoHa.

CtpaHuua | 11
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e https://serverd.itc.demo/pli/template/can O + @ & Mopran skcnnyatauun

CeeaeHus o WwabnoHe

#46 Mpoeepka noanmHHOCT paboyeld cradummn & o/0
AOMEH itc.demo AeficTevTenes 1 years
noa. LIC Windows Server 2003 Enterprise Edition autoenroll true
EKU MpoEepKa NOANMMHHOCTA KAVEHTA MUH, BUT 2048

AutoenrolimentAllowed: true

Display : | cTi paboueit cranLmm

DistinguishedName: CN=Workstation,CN=Certificate Templates,CN=Public Key Services,CN=Services,CN=Configuration,DC=itc. DC=demo

Domain: itc.demo

EnhancedKeyUsage v
LastWriteTime: 2020-11-29713:10:49+03:00

Name: Workstation

oip -
SchemaVersion: 2

Settings -
SourcelD: itc.demo:1.3.6.1.4.1.311.21.8.7773116.5640206.9718443.16336519.4433974.239.1.30

SupportedCA: Windows Server 2003 Enterprise Edition

Version: 101.0

4.5

45.1

PucyHok 7 — KapTouka wabsoHa.

MOHUTOPUHT

O6BbEKTbI MOHUTOPUHIA

MpY Ha)kaTMK Ha MYHKT MeH0 «MOHUTOPUHI» OTKPbIBAeTCA CTpaHWLa co

CNUCKOM BCEX JAOCTYMHbIX OOBLEKTOB MOHUTOPWHra (CM. PUCYHOK HuKe). CTpaHuua

npesHasHa4yeHa 414 NPOCMOTPA NOJIHOTO CMMCKA OOBEKTOB M KOHTPOASA MX aKTyasIbHOCTW.

B CQlydae OTCyTCTBUA obHoBIEHUSA CTaTyCa obbeKkTa B TeyeHue bonee 5 MWHYT OH

oTObBparkaeTcA B CEpPOM LiBeTe.

CtpaHuua | 12
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e https://serverd 1 itc. demo/monttoring/list¥fikter- © ~ @ € || @ Mopran skcnnyaramn

O6bekTbl MOHUTOPUHTa

Bcero 10

‘|
@ 01.12 11:01 itcdemo CRL status a
01.12 11:01 MonitorToObject Mouck...

Local CA Server

AKTMBHOCTb

@ 0112 11:01 itcdemo CA Service a Bce - ]
01.12 11:01 MonitorToObject

Local CA Server O6cnykusanme
© 01.1211:01 itcdemo Backup status a ‘ Bpa60Te v ’
Backup CA status
01.12 1101 MonitorToObject CocrosaHue v

PucyHok 8 — CtpaHuua nHtepdeiica « O6beKTbl MOHUTOPUHIAY.

Ha cTpaHuue umetotcs GyHKLMM MOUCKA M COPTUPOBKM 3anmceit 06 obbekTax
— B Bepxy crnpasa. [lepekaoyeHne meKay MCTammn oTobpakeHMs CNncKka PacrnosioKeHo
CBepXy cnesa.

4.5.2 Anarpammel

[narpammbl ABAAIOTCA Ba*KHbIM WMHCTPYMEHTOM BU3YyanM3aumm O6BHEKTOB
MOHWTOPUHTA, MNO3BONAOWMUM YBEANYUTb HArNAAHOCTb MHPOPMaLMK M He NeperpyKatb
3KpaHbl BbIBOAA B CAyvYae MOHUTOPWUHra MHPPACTPYKTYPbl C 6O/bLIMM KOJMYECTBOM
06BEKTOB.

B MeHi «[unarpammbl» MOXKHO MEPENTM Ha FNABHYI Auarpammy WAM Ha
CNUCcoK amarpamm. TaKKe ecTb BO3MOXKHOCTb AobasneHusa guarpamm. [JobasneHue
ocyLLecTBaseTca agMmmHMUcTpaTopom LIYTU.

WabnoHbl & Auarpammbl ¥ & Pecypcbl ¥

B

lnaBHas gvarpamma

Cnucok anarpamm

+ [obaeutb anarpammy

PucyHok 9 — MeHto nHtepdeica «dnarpammei».

CtpaHuua | 13
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Ouarpammbl 8 LWYTU noctpoeHbl No nepapxmyeckomy npuHuuny. Ha nepsom
YPOBHE, Kak MpaBwuio, HaxoautcAa rpaduueckoe oTobparkeHWe, KOTopoe YC/IOBHO
nokKa3sblBaeT Bcto MHPpacTpyKTypy MOK. Mpu HaxkaTum Ha guarpammy NpomUCXoamT Nepexos,
Ha HUXKenexKalinii ypoBeHb.

e
@X

a https://<erverd ] itc.demo/ monitoring /diag O ~ @ € H @ Nopran skcrnyataumn x | ‘ i

JlokaneHbii LleHTp CepTtudumkaumm -

Lentp Ceprudukaumm
Max

w®

C‘raTyc cnyx6o1 LIC

@Craryc CNKCKa OT3biBa cepThdukatos @

gCTaTyc pesepeHoi Konum LIC (]

PucyHok 10 — lNMpumep guarpammol.

B cnyuae, Korga XoTb KaKoM-HMBYAb KOMMNOHEHT MHGPACTPYKTYPbI BbIXOAUT U3
CTPOA, COOTBETCTBYIOWLAA AMArpaMma, a TaKKe AMarpammbl BbILWECTOALMX YPOBHEMN
MEHSAIOT LLBET B COOTBETCTBMM CO CTAaTyCOM HepaboTocnocobHoro o6bekra.

4.6 Pecypcbl

4.6.1 CBopaHas Tabnunua

CsogHaa Tabnauua npegHasHaveHa A/1A BbiBoAa 60bIIOTO Yncna o6bEKTOB
MOHUTOPUHIA OAHUM KaZpoM, YTO NMO3BOAAET BbICTPO OLLEHUTL CUTYaLMIO M OMpPeaenTb
HeMCnpaBHbIA KOMMNOHEHT. s nepexoda Ha ctpaHuuy CBoaHoW Tabimubl HeobxoamMmo
OTKPbITb BbINaAaloLmMin CNUCOK «Pecypcbi» 1 HaxaTb Ha «MOK cBoaHaa Tabanua».

Karkgan cTpoka cBOAHOMN TabnuLbl COAEPHKUT BCE O6BEKTbI MOHUTOPUHTA ANA
ofAHoro cepsepa. Mpu M3meHeHWM cTaTyca o6bekTa ero mM3obpaxkeHue NynAbCUpyeT U
BPEMEHHO YBEeNMYMBAETCA B pa3mepe, YTO NpuBaeKaeT BHUMaHue onepaTtopa LLYTU.

Technology. Talent. Results. Ctpanuua | 14
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CocTaB 06BEKTOB CBOAHOM Tab/nLbl HacTpanBaeTca agmMmmnHucTpatopom LIYTU
B daiine KoHbUrypaumu.

IR
- O X
c.demo/monitorng O+ @ & || 5 Lyt A N i @

CeogHas Tabnnua

MH¢)paCprKTypa JlokaneHbiid LIC Nokanbheia LLC TOCT
Otkpbitbix Kntouei

Cny>x6a LC (V]

CraTyc KopHeBOro (] (]
ceptndukata

Cratyc pesepBHOM (] [x]
konuun LIC

Cratyc COC (V] ®

© 2012 — 2020 Knupysi Texsonomkic o

PucyHok 11 — CBoaHan Tabaumua.

4.6.2 Pe3epBHOEe KonNMpoBaHue

B mMmeHI0 «Pe3epBHble KOMUU» COAEPHKUTCA CMUCOK Pe3epBHbIX KOMuM,
XpaHAWmMxca Ha ¢alinoBom pecypce. TaKKe MPUCYTCTBYET KHOMKa A/A HemeaNeHHOro
BbINOJIHEHUA pe3epBHON Konuwu. [ns nepexoga Ha CTpaHuULy Pe3epBHOro KONMpoBaHMUSA
Heob6X0AMMO OTKPbITb BbINAAaMoLWMA CIUCOK «Pecypcbl» U HaxaTb Ha «MOK pesepsHoe
KoOMnnpoBaHue».

CtpaHuua | 15
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https://serverD].itc.demey pki/backup D - @ ¢ || @ Nopran skcanyaraumm

PesepBHoe KonvpoBaHWe

SERVERO1

2020.11.29.1626 oK Tun: Full

2020.11.29.1630 oK Tuan: Full
© 2012 - 2020 @

Aata: 29.11.20 16:26

nata; 29.11.20 16:30

PacnonoXKeHne

pacnonoxeHne

) Caznate pesepaiyio xonuio

pazuep (KBaiir): 2052
paamep (KBa#ir): 3076

4.7

PucyHok 12 — MeHto «Pe3epBHOe KonnposaHue».

3anpocsbl

3anpoc — 370 ¢popmanu3oBaHHOE ObBpalleHne Nob3oBaTens Ans Co3gaHun

3/1eKTPOHHOrO cepTuUdUKaTa. 3anpoc co3AaeTca 4yepe3 KHOMKy «+ HoBblM 3anpoc Ha
cepTndurKaT» Ha BKAaAKe «3anpocbi». 3anpoc MAEHTUGULMPYETCA YHUKANbHbIM HOMEPOM,

[aTON-BpeMEHEM CO34aHMA, U ero aBTOPOM.

Tpe6OBaH MAMU KOHKPETHOIo 3aKasuuKa.

NaHHaa GYHKUMOHANbHOCTb aKTUBMPYETCA M HacTPaMBaAETCA B COOTBETCTBUM C

hitps://serverD.itc.demo/request/list’page 2 ~ @ G

© NMopran skennyaTauun

3anpocel [ 3anauv

3anpochl

Beero 2

#51 WeaHos Vean Meanosuu

8 TestServer

#48 Visanoe Vean Meanosuy

& DemoServeritc.demo

Buinyck

AaTa 3anpoca: 29.11.20 13:31
zasepuwen; 29.11.20 19:40

OrkncHen

AaTa 3anpoca: 29.11.20 16:33
zasepuwen: 29.11.20 13:30

+ HoBbiid 3anpoc Ha ceptugmkar = I

CopmmpoBath ~ | %

Mownck
BeeguTe TekcT...
CraTyc
Ha yreepskaeHim
Beinyck

OtknoHeH

CtpaHuua | 16
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PucyHok 13 — MeHto «3anpocbi».

4.8 3agaumn

3afayva ABNAETCA NOPYYEHMEM B 3/IEKTPOHHON Popme, KOTOPOE HanpasaAeTcA
KOHKpeTHbIM onepatopam (nonb3osatenam) MOK gns BbinonHeHus (pelwenus). CosgaHune
M xpaHeHue 3apad ocywectensaetca B b Ha cepsepe LIYTU.

3agaya  MAeHTUOUUMPYETCA YHUKaNbHbIM  HOMEPOM, LATOM-BPEMEHEM
CO34aHUA, N €€ aBTOPOM.

Kaxaaa 3a4adya MOXKeT 6biTb, KaK OTAENbHbIM 3/1eMEHTOM, TaK U COAep’KaTb
AouyepHue 3aaaum (noaszanaun).

[na nepexoaa K pasgeny 3agad, B BEPXHEM MeHI0 NopTasa BbibpaTb «3agaumn»
(cm. pucyHoK 1). OTKpoeTca cTpaHuMLa «3aga4um» ¢ 0TobpaKeHNeM CyLLEeCTBYOLWMX 33434,
nx GUNbTPALLMM M NOUCKA M BOSMOMKHOCTbIO CO34aBaTb HoBble. [Tpumep cTpaHuLbl 3agauun
npueeaEH Ha PUCYHKE HUXKeE.

+ [loGaewts 33gady ‘

3a,ﬂa YK | ) Konupoeats 2agaun

& n » ‘ Coptvpoeate ™ | =

05.10.20 1409 ™ : 3 Kipunn Bcegonogoend #7 | v | + = Mowck...

= /HekoTopan nepBoypOBHEBan 3a4a4a
WcnonHuTenmn Q| a|x \

0% CdopmupoBaHo

*2 .8 Cepreil BRuecnasoeuu #2 v .+ =

= /Hoeaa zapaua N21

Mowck akKayHTOR

04.10.20 10.56 — T
ABTOpSI | q | ® ‘

0%  ChdopmupoBaHo 3agaumn 2 MNowvck akkayHToB

0410201047 # - - -z Ceprefi BAuecnagoeuy #1 | v E Gaaparadn

= /BblaaTh 3/1EKTPOHHYIO MOANKCH Yranesuuie

AmuTpues Knpuan Becesonoposmy 3apaun 1

100% Wcnonsexo 3aBepLIeHHES

l l

Hauyano

OKOHUYaHWE

Cratyc

ChopMupoBaHo

PucyHok 14 — dopma «3agaum».
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5 Tunosbie onepaunmn

5.1 MoHuTopuHr cepsepos MOK

UYTM ¢ mopynem MOHUTOPMHrA MHOPACTPYKTYPbl OTKPbITbIX KAOYen
ocylwecTsiaeT MOHUTOPUHT cepBepoB MOK noO OCHOBHbIM MapameTpam COCTOAHUA
onepaLMoHHOM CUCTEMbI, TaKMe KaK cBODHOAHOE MECTO Ha MECTKMX AMCKAX, YPOBEHb
3arpysku LMY, ypoBeHb MCNONb30BaHMA ONepaTMBHOW MamATW. Tak e ocyllecTsaseTca
MOHUTOPUHI BEO-NPUNONKEHUI, pacnonoKeHHbIX Ha cepBepax MOK n CYB/[, Ha cepBepax
6a3 gaHHbIx MOK.

CTaTycbl BCcex 06bEKTOB MOHUTOPUHIA CEPBEPOB AOCTYMHbI B CNUCKe « OO bEeKTbI
MOHUTOpUHra» (cm. pasgen 4.5.1). Ona oTtobparkeHus coctosHua cepsepoB WMOK
ncnonb3ytotca Aunarpammel (cm. pasgen 4.5.2).

B cnyyae otobparkeHMA Ha Anarpamme OTKIOHEHUA NAapPaMeTPOB MOHUTOPUHTa
MOK oT 3agaHHbIX, onepaTop NnpeanpuHUMaeT Heobxoanmble AENCTBUA B COOTBETCTBUM CO
CBOEI AOMKHOCTHOW UHCTPYKLUMEN.

5.1.1 MpoCMOTP PETPOCNEKTUBbI A4OCTYNHOCTU OO BEKTOB MOHUTOPMUHIA

MpM HaBeAEHUM Kypcopa MbIWM HA MKOHKY MHAMKALMM COCTOAHMA OBbeKTa
MOHUTOPMHTA N NOCNEAYIOLLEM HaxKaTuM «[TOCMOTPETb MCTOPMIO» NOABAAETCA NOACKA3Ka
C AaTOV MocneAHero U3MeHeHUn COCTOAHUA 0bbeKTa.

£
@X

v

ing/siag: O ~ & & || @ oprankermyorounn. % ||

MNocnearee

v3MeHeHue:

01.12.20
1341

E CBoGoaHoe MecTo Ha arcKe

m 3arpy3ka npoueccopa

E 3arpy3ka onepaTMBHOM NamaTi

PucyHoK 15 — lNpocmoTp gaTbl NOCAeAHEro M3MeHEHMUA.
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/AN CLEARWAY
&/ INTEGRATION

5.1.2 MOHWUTOPUHT COCTOAHMA cepTUPUKATOB

Ha cTpaHuue moHuTOpUHra ceptudukatos c cepsepoB LIC oTobparkaercs
TEKYLWMA CTAaTyC CepTMOUMKATOB, BKAOYAA MHAMKAUMIO 06 MCTeYeHUU CPOKa AeincTBus
cepTndUKaToB, YCTAHOBAEHHbIX Ha cepBepax. Kpome TOro, onepatop MOKET Moay4YaTtb
onoselleHMa 06 UcTeyeHne CpoKa AeNCTBUA cepTudmKaTa. Bua onoselleHMs NpuseaéH 8
pasgene 5.1.3. HacTpolika cnucKa cepBepoB M NepuoguyHOCTU OMOBEeLLEeHMA OnucaHa B
AOKYMeHTe «MHCTPYKUMA afMUHUCTPaTopa».

5.1.3 OnoselleHns 06 ncTeKkarowmx ceptTudmKaTax

B UYIM wumeetca ¢YHKUMOHANBbHOCTb OMOBELWLEHNA 00 WUCTEKAOLWMX
cepTuduKkatax. Ha pucyHKe HUKe npuBenéH nNpuMmep NOYTOBOro cooblieHmsa, KoTopoe
OTNpaBAseTCcA N0/Ib30BaATE/O NPU HACTYN/IEHUM TaKOro cobbITHA.

CeptTndMKaTtbl B COODOLLEHUM MOTYT ObiTb OTPUABTPOBAHbLI MO AaTe, LEHTpY
ceptudukaumm, EKU (Extended Key Usage). MapameTpbl, a TaK¥e MNepUOAUYHOCTb
OTNPaBKM COOBLLEHWNI, HACTPaMBAIOTCA aAMUHUCTPATOPOM B daitne KoHPUrypaumu.

MrD4.12.2020 17:37

team@itc.demo

. Wcrekarouwme cepTuduKaThl Ha CepBepax.

To @ vsevolodp@itc.demo; ® aglabets@itc.demo; @ kirilld@itc.demo

MoHutopuHr PKI
Mcerekawume cepTuUKaThl

Ot server01 itc demo pasmetieH B LocalMachine\my Not before: 06.11.20
SN:- 48339ACCE273AA924320F117D769143B Mot after- 06.11.21
EKU: Undhpoeaa nognucek, LLingpoeaHne wnodyei

Target servers: SERVERO1 itc.demo

Moxanyicta, oSPaTHTE EHIIESHNE, UTO ASHHEIR NOUTOEEIA ALMK HE MOHUTORWTCA.

He oTESUSNATE HE 3TD MNCEMO.

WckpenHe Baw, MonutopuHr PKI

PucyHok 16 — OnoseLieHne 06 UCTeYeHUM CPOKa AeNCcTBUA CepTUPMKATOB.
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5.2

521

yn paBaneHune 3agav4yamu

Cnuncok 3agauv

Bce 3amaun npeacrasneHbl B BUAE CMMCKA, PasbuToro Ha ctpaHuupl. Kaxaas

3afa4ya npeacrasneHa B BUAE OAHOrO 3/1eMeHTa, COAEPKALLEro cneaytouine ceeageHnsa o

3apave:

MpuopuTeT 3ag4a4n B BUAE CUMBONA:

— doHOBbIN;
— Huskuig;

— CpeaHuig;
— BbicoKuit.

[aTta co3gaHuns;

Co3spgaTenb 3agauu;

Homep 3apauu (id);

HasBaHwue 3a4aum — ABAAETCA CCbIIKOM ANA Nepexona Ha KapTouKy 3a4aum;
NcnonHuTenb 3ajauu;

Mporpecc BbINOAHEHWA (B NPOLIEHTaX);

Mporpecc BbiNo/HEHUA (B BUAE BEPTUKAbHOMN IMHUK);

[aTy 1 Bpemsa OKOHYaHMA 3aa4m (ecnv yKasaHo B 3a4a4e);

Konnuectso AodepHUX 3a4ad (OTCYTCTBYET, €CAnN A0YepHUX 3a4a4 HeT) —
ABNIAETCA CCbINKOM, ANA NPOCMOTPA CNMUCKA A0YEPHUX 3a4aY;

ObnacTb AencTBUiN ANA 3a4a4u:

— BblAENNTb 3a/a4y, 41A AanbHenlen 0b6paboTku;
— 006aBUTbL A0YEPHION 3a4auyy;
— MOKa3aTb CMMCOK S0YEPHUX 334aM.

Taru (ecnu yKasaHbl B 3agaue).

HacTpoitky napameTpoB oTobpaxeHns 3a4a4 OCyLLeCcTBASET aAMUHUCTPATOP.

Mpumep oTobpaXKeHNa 3a4a4n NPUBEAEH Ha PUCYHKE HUXKE.

07.10.20 14.42 Weanoe MNetp MeaHoeny #9 I v =

(= /HoBag 3agaua N25

MNetpoe Bceeonoa 07.10.20 17.00
40% HazHaueHo 3apaun 2
-':CepmquaT:_ﬁ-

PucyHok 17 — 3agadya B cnmcKe 3agau.
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Cnucok 3aa4y npeaycMaTpuBaeT AB8a BUAa ero oTobpaxKeHus:
. OJMH YypOBEeHb — NOKa3bIBaeT 33434 TO/IbKO BEPXHEro YPOBHSA;
— AN1A NPOCMOTPa A0YEPHUX 334a4 HYXKHO NepenTu, HaxaB KHOMKY
«[ToKa3zaTb govepHue 3a8a4un»;
. BCE YPOBHM 33434 — oTobparkeHWe BCex 334a4 B CMUCKE He 3aBUCMMO OT UX

YPOBHS.

07.10.20 16.36

PucyHok 18 — KHonKu Bbibopa ypoBHA OTOBpaykeHns 3aaau.

[Nns cOpTUPOBKM CMMCKa 3aday TpebyeTca HaxKaTb KHOMKY «CopTUpoBaTb» U
Bbl6paTb MYHKT OTHOCUTE/IbHO KOTOPOro OHa ByAeT BbIMO/NHEHA (CM. PUCYHOK HUMKE).

id

msa

MNporpecc
[NpuopuTter

Cratyc [
Wcnonnutens

AgeTop

.

PucyHok 19 — CopTuposKa 3aaau.

[ns noucka 3a4a4 No TEKCTY B ONUCAHUK 3a43a4n HEOBXOAMMO BBECTU TEKCT B

nosne «MoucK...» (CM. PUCYHOK HUKe).

Coptupoeate ™ | x

Mouck...

PucyHok 20 — louncK 3agau.
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Ona dunbTpaumm 3asBok no Ucnonuutento nam Astopy BBect dbamuavio B
noJie NMOMCKa aKKayHTOB, UM Ha)KaTb KHOMKY «f» AnA noucka 3agad, rae McnonHuTtenem
nAn ABTOPOM YKasaH Mo/1b30BaTe/lb, OT MMEHM KOTOPOro OTKPbLIT NopTan (CM. PUCYHOK
HUKeE).

McnonHuTenm |@ a x|

MNowck akkayHToR

ABTOpbI

]

-

[Mowck aKkayHTOE

PucyHok 21 — ®dunbTpauma 3agay no McnonHutensam nnm Astopam.

[na dunbTpauum 3a4a4 no cratycy BbiIbpaTb 0A4UH UKW HECKOJIbKO MYHKTOB (CM.
PUCYHOK HUKE).

Cratyc
CpopmMupoBaHo

HazHaueHo

Ha nayze
WcnonHeHo
MNpuHATO

He npuHaTo

PucyHok 22 — ®unbrpaums 3agay no Cratycy.

Ona ounbTpauum 3agay no npuoOpUTETY MAW Taram BbIGpaTb OAUH WAU
HECKO/IbKO NMYHKTOB (CM. PUCYHOK HUMKE).
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Mpuopurer

¥ OoHOBLIA

@ Huzemii

© Buicokuid

Tarn E]

Ges Teroe

Ceprugukat

PucyHok 23 — dunbTpaums 3agay no Mpuoputety unm Tery.

LY nossonsetr M3mMeHATb HECKOJIbKO 3ajad ogHoBpemeHHo. [na atoro
HYHO Ha)XaTb KHOMKY BblAefieHUA 3a4aun ANA HECKOJIbKMX 33ay M HaXKaTb KHOMKY

«M3MeHUTb» BHU3Y cTpaHuubl ManM «Yaanutb», ecnn Tpebyetcs yAanuTb BblbpaHHble
3343a4M (CM. PUCYHOK HUXKe).

A+ =

JaeeplieHHble

Hayano

13

OKOHUYaHWe
Cratyc
=]
ChopMUpOBaHO
HazHaueHo

Ha nayze

PucyHOK 24 — N3meHeHne nan yaaneHme HeCKOIbKMX 3a4au.

Mocne Ha)kaTuA KHOMKKU «M3MeHUTb» OTKpoeTca ¢dopma A/ MaccoBOro
N3MEHEHUA (CM. PUCYHOK HUMKE).
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MameHeHne BbIGPaHHbIX 3ajad

MecnonHutens

Mowck AKKayHTOE

Mporpecc, % @

OKOHUYaHWE

Craryc

PucyHok 25 — N3ameHeHMe BbIbBpaHHbIX 3a4a4.

LLYTN no3sondeT nepeHeCcTn O4HY UM HECKOIbKO 334a4 B APYryo 33434y KakK
JoyepHue 3agaun. Jna 3TOro HyXHO BblAeNUTb OA4HY WM HECKOJIbKO 3343y U HaKaTb
KHOMKY NnepeHoca Ha 3afadye, B KOTOPYLD HEOOXOA4MMO MepeHecTU BblAe/IeHHble 3a4auun
(cm. pucyHOK HUKe).

MNepenecTv BnibpaHHLIE 330844 B 3Ty 38434y

.M

| =

4+ =]

PucyHoK 26 — lMepeHoc BbiIbpaHHbIX 33434 B APYryto 3a4a4y.

5.2.2 Co3paHune HoBOM 3agaun

[ns co3paHna HOBOWM 3aflaum HYXKHO HaXKaTb KHOMKY «+ [o6aBuTb 3agady» B
OKHe 3a4a4. OTKpoeTCcA OKHO CO34aHUA HOBOM 3afaun.

Mpw co3gaHnmn HOBOWM 3aa4M HeOHX0AMMO 3aMno/IHUTL Ceaylolme nons:

o HasBaHue 3a4a4n,

° OnucaHue 3agauu;
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HaseaHue 3aaaum

OnwncaHwWe 3aaaum

O Ceoanas sagaua

Coxpatute B

cosfaHa.

5.23

CBoaHaA 3agava.

PucyHok 27 — ®dopma «HoBasA 3agava».

Mocne 3ano/HeHUs Bcex Nonen HaxkaTb KHOMKy «CoxpaHuTb». HoBas 3agaya

O6paboTKa co3aaHHOM 3a4a4m

Co3faHHafA, coxpaHEHHas 3ajaya AocTynHa A1a ob6paboTkM HemeasIeHHo.

B KapTo4Ke 3a4a4un AOCTYNHbI caeayowme Noaa Ans pegakTMpoBaHUA:

onucaHue 3agaun — A0MNO/IHUTb UNMU U3MEHUTb ONMCAHUE 334a4M, YKaszaHHoe
npu eé cosgaHuu;

CTaTyc — yKasaTb CTATyC 3aJ4a4m:

CodopmunpoBaHO — NepBOHaYabHbl CTaTyC CO34aHHOM 3a4a4K;

HasHayeHO - 3a4a4a Ha3Ha4veHa cneunanuncty (yCTaHaBﬂMBaeTCﬂ
aBTOMaTU4YeCKN NpU YKasaHUn MCI'IOﬂHMTEI'IFI);

Ha nayse — npuceavBaeTcs ecau BbINOAHEHWE 3a4a4M NO KaKUM-11Mb0o
NPUYMHAM HEBO3MOXKHO WAW He TpebyeTca B [AaHHbIN Mepuog,
BPEMEHU;

UcnonHAeTcA — npucBavMBaeTcs €CAM  CMeuManucT  BbINOJHAET
AEVCTBUA NO pelleHnto 3aaauu;

McnosHeHO — NpucBanBaeTca Nocae 3aBeplueHns paboT no peleHuto
3agauu;
MpUHATO — NpUCBaMBAETCA €CAN UCNONHUTENb NMPUHAA 3agadvy, HO

paboTbl MO eé pelleHmto eLé He Havya/IuCh;

He npuHATO — npuUcBanMBaeTca ecn UCNONHUTENb He NPUHAA 3azayy,
Hanpumep, pelweHne 3agadm HaxoaUTCA B He 30Hbl OTBETCTBEHHOCTM
UCMNONHUTENS;

3aKpbITO — yCTaHaBAMBaeTCA [AAs MNOATBEPMKAEHUA WCMNONHEHUA
3agaum;

Mpuopwuter:

®oHoBbIN;
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— Husknit;
— CpeaHunig;
— BbicoKuit.

PacnucaHue — AaTa Hayana M OKOHYaHUA paboT;
TpyAao3aTtpaTbl — Bpems, 3aTpavyeHHOEe UCMOTHUTENIEM:

— Oxnpgaemble;
— PeanbHble.

Mporpecc — yKa3blBaeTcA B NPOLEHTAX BPYYHYHO MAN aBTOMATUYECKMU;

UcnonHuTenb — COTPYAHMK OTBETCTBEHHbLIW 3a BbliMOAHeHWe 3agaun. Ons
[0bOaBNeHUs COTPyAHWKA HeobXoAMMO HayaTb BBOAMTb €ro Gpamuanio u
BbI6paTb UCNONHUTENA B NOSBUBLLIEMCA CMINCKE;

Tarn — TeKCTOBbIN NAEHTUOUKATOP ANA 0ber4eHns NoucKa;

KoMmeHTapun — KOMMEHTapuUKM BHOCATCA ucnonHutenamm mam LUYIU npum
BHECEHUM U3MEHEHWI B 3a4a4y;

Co3pgaHue goYyepHUX 3a4au.

07.10.20 14:42 Wearos Metp Meanosuy

Hoeas zagaua N25

Boigate cepTudukaT AnA cepeepa

Cratyc

CHOpMMPOEaHO

CpeaHuii

Wcnonnutens

O CeogHan 3agaua

Tarn > |

Kommentapum

3apaum

CoxpaHuTs

Pacnucanue Tpynosatpats!

v 07.10.20 15.00 |x =]
v 071020 1700 | |@

nel % Mporpecc, % 0

MNMerpoe Beeronog

oxuiaemMmble 2 HEN

peantHele uy D oMM

[+]

PucyHok 28 — OKHO pepaKkTMpoBaHuMa 3agaun.

Mpn BHECEHUM U3MEHeHUM B 3afadyy HeobXoAMMO HaXKaTb KHOMKY

((COXpaHMTb)), PacCnoNoXeHHYHO BHU3Y CTPaHWLbI.

524

Co3paHune goyepHen 3agaum

CospgaHue goyepHeit 3aga4m (Noa3afaum) ocyLLecTBAAETCA HaXKaTUeM KHOMKM

«+» B HUXKHEW YaCTN OKHa peaKTUPOBaHMA 3a4a4M (CM. PUCYHOK HUKE).
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07.10.20 14:42 Wearos Metp Meanosuy

Hoeas zagaua N25

Boigate cepTudukaT AnA cepeepa

Cratyc Pacnucanue Tpynosatpats!

CHOpMUPOEaHO v 07.10.20 15.00 | x B ‘ oxuaaemMble 2 0
CpeaHuii e 07.10.20 17.00 | x| B ‘ peantHele uy © MM
McnonHutens !'Ie| X Mporpecc, % 1]

O CeogHan 3agaua
MNMerpoe Beeronog

‘_BI'V > |

[+]

Kommentapum

3apaum E[ E

CoxpaHuTs

PucyHok 29 — KHomMKa co3gaHua godepHei 3agaun.

Mocne HaXKaTna KHOMKKW OTKPOETCA OKHO CO3/4aHuMA JodepHelt 3aaaqun. MNpouecc

€034aHuA AoYepHEN 3a4a4M aHaIoTMYeH co3aaHnto NpocToi 3agaum (cm. pasaen 5.2.2).

Ona co3faHua godyepHeld 3agauMm C  OAHOBPEMEHHbIM  Ha3Ha4YeHUem
MCMONIHUTENA HaXKaTb KHOMKY, 00O03HauyeHHylo ¢urypoit 4yesoBeka cCO 3Haykom +. B
nossmelencs ¢GopmMe HYXKHO YKa3aTb OAHOIO0 WM HECKONIbKUX WCNonHuTenen ana

AoYepHel 3aa4m (CM. PUCYHOK HUMKe).

;—
B2l

3anaum

BuibepwTe nonbzoeatened, ANA KOTOPLIX HYXKHO CO34aThe NO433484M.
TMproputeT 1 cpoki ByayT B3ATE U3 TEKylLeR 3aaaun.

Hoean 23a3ua NE5

Metpoe Beeponog, x _ _
Co383Th 33034K | OTMEHHTE

AntoHoe Mean

Coxpanute [ |

PucyHok 30 — Co3gaHue goyepHel 3a4a4m € yKazaHMEM UCMOHUTeNEN.

Mocne yKasaHuA ncnonHmTenen Haxartb «Co3gatb 3agaun». Mocne HaxaTua
byaeT co3gaHa AovepHas 3agayva. Ecnm ncnonHuteneit yKasaHo HECKOIbKO, TO A0YeEpHSA
3afjaya Co3A4aéTcA A/1A  Ka)KAOoro WCnonHuTens. HaseaHMe JouyepHer 3agauu

YCTaHaB/INBAETCA KaK «Nma 3ap,aqm + MImAa ucnonHmntenar.

Co3faHHble Ao4YepHMe 3a4a4M AOCTYMHbI B OKHE 3a4au4M.
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3anaum [+ o

= /Hogan 3agaua N25

07.10.20 1536 Weanos Merp Meanosma #15 | *
Hoeas 3agaua N25 lMNetpos Bcesonon,

MeTtpoe Becesonon 07.10.20 17.00
0% COOpMUPOEAHO

07.10.20 15.36 Weanos MNetp Meanosuy #14 | +

Hosan 3agauya N25 AxtoHoe MeaH

AntoHoe MeaH 07.10.20 17.00
0% CdopmupoeaHo

PucyHok 31 — CnMcok govepHMX 3a4a4 B OKHE KapTOYKKM 3adaun.

Ecnv y 3apaun ectb goyepHuMe 3agayv, TO B OKHe BblbpaHHOM 3agauu
oTobparkaeTca UX CTaTUCTUKA (CM. PUCYHOK HUXKe).

0-20% 40-60% 29.09 30.09 01.10 02.10 03.1

0 05.10 06.10 07.10

3apaun | + | &

= /Hoeas zagaua N25

PucyHoK 32 — CTaTUCTMKA 404YEepHMX 33434 B OKHe 3agaun.

53 dopma 3anpoca cepTudPurKaTos

UYTN copepxut 6a3oBylo ¢GYHKUMOHANLHOCTL ANA 3anpoca W BbiNycKa
ceptudmKaToB. HuKe onmncaHbl BO3MOXKHOCTHK LleHTpa Pernctpauunm Ha 6ase LLYTW.

5.3.1 3anpoc ceptuduKkata npm nomowm REQ-dpanna

JaHHbIN PYyHKUMOHAN obecneynmBaeT BO3MOMKHOCTb 3anpoca cepTudumKaTa npu
nomolum rotosoro CSR (Certificate Signing Request). ®aiin 3anpoca MOXXHO NepeTaLLnTb B
COOTBETCTBYIOLLEE OKHO WAW BblbpaTb Ha Aucke. locne 3TOro OH OTNPaBAAETCA Ha
yTBEpKAeHne agMmuHuctpatopom PKI.
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e https://serverd] itc. demo/request/card/nev O + @ & Mopran skcnnyaTaumm

K cnmcky 3anpocos l l # Cospats 3anpoc

3anpoc Ha cepTuduKaT ¢ NOMOLLBH pairaa 3anpoca

BeeguTe Texcr 3anpoca uan NepeTawmTe CioAa *csr aiin

PucyHok 33 — 3anpoc ceptudukarta npu nomowm REQ-dpanna.

5.3.2 3anpoc ceptudmkaTa B popmate pfx

CyliecTByeT BO3MOMKHOCTb 3amnpocuT cepTUduKAT B dopmaTe € 3aKpbITbiM
Kntoyom (pfx). JaHHas BO3MOXKHOCTb Heobxoauma, ecin Tpebyetca oauH cepTuduKaT
YCTaHOBUTb Ha HECKOJIbKO cepBepoB. Hanpumep, gna depm web npunoxkeHumit.

B maHHOM cnydae TpebyeTca yKasaTb uma ceptudumkata (Common Name) u
anbTepHatTmeHble DNS nMmeHa, a TaKkKe naponb ansa ¢amna ceptudukata. NonbsosaTtenb
nonyyaet ceptuduKkar B pane popmara pfx.

e https://serverdl.itc.demo/request/card/nen © ~ @ & Mopran skcnnyataunn

K crucky sanpocos

3anpoc Ha cepTidWKaT € 3aKPbITbIM K/IHOHOM

BCraBbTe napameTpel cepTudukara

Common Name

Subject Alternative Name

PucyHok 34 — 3anpoc ceptudukata B popmare pfx.
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5.3.3 CamocTonATenbHan 3arpyska ceptudmKkaTta nosnbL3oBaTeiem

Kaxablii nosib3oBaTeNlb MOXET 3alTh Ha cTpaHuuy LUYITU u yBnaetb cnmcok
CcOobCTBEHHbIX 3anpocoB. YcnewHo ob6paboTaHHble 3aMpoCcbl MMEIOT CCbIIKY Ha CKauyMBaHue
BbINyLWEHHOTO cepTudmrKaTa.
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6 ABapuUUHblIe CUTYaLUU
ABapuiiHble cuTyauum npu akcnayataumm LLYTU moryT BO3HMKaTb B C/IeAyOLWMX
cayyasax:
° BbIX0A4a M3 CTPOA KomnoHeHToB LYIU;
° BbIXOAa U3 CTPOA CMEXHbIX CUCTEM, OT KOTOPbIX 3aBUCUT paboTocnocobHOCTb

LYTU.

B cnyyae BO3HMKHOBEHMA aBapUMHOM CUTyaUMKN HE3ABUCUMO OT €€ MPUUMHBI
no/sib3oBaTe/lb OMOBELLAeT aAMMHUCTPATOPOB, OTBETCTBEHHbIX 3a PaboTOCNOCOb6HOCTbL
a7

Hanee aamMuMHUCTPATOpbl AEWCTBYIOT B COOTBETCTBUM C  LOKYMEHTOM
«MHCTPYKUMA agMUHUCTpaTOpa».
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